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Mariusz Czyzak'

Legal protection of the state’s cyberspace

Abstract

Cyberspace is a virtual component of the space, in which the country
performs its jurisdiction. It is shaped by the nature of physical phenomena
used in the teleinformatics and the structure of IT systems. It constitutes
a source of threats directed against an entity and the state whose elimination
s facilitated by legal regqulations concerning in particular the rules for in-
troducing the states of emergency, crisis management as well as prevention
of various forms of cybercrime, including those directed against armed forces
and terrorist cybercrime

Key words: cyberspace, legal protection, state

1. Uwagi wstepne

Pojecie cyberprzestrzeni stanowi od dosy¢ dawna przedmiot zaintere-
sowania doktryny nauk o bezpieczenstwie oraz doktryny nauk prawnych.
Na trwate zagoscito rowniez na gruncie przepisow powszechnie obowiazuja-
cego prawa oraz réoznego rodzaju dokumentow o charakterze doktrynalno-
strategicznym opracowywanych przez instytucje publiczne odpowiedzialne za
wykonywanie zadan z zakresu obrony narodowej, bezpieczenstwa powszech-
nego i porzadku publicznego. Majac na wzgledzie jej status prawny wy-
nikajacy z tresci aktéow normatywnych oraz wage, jaka tak ustawodaweca,
jak i organy witadzy publicznej, przywiazuja do jej ochrony, pokusi¢ mozna
sie o sformutowanie pogladu, ze stanowi ona na tyle integralng czesé struk-
tury panstwa, jakkolwiek nie w petlni materialnej natury, iz podlega ochronie
prawnej na réwni z innymi jego atrybutami.

! Dr Mariusz Czyzak, Urzad Komunikacji Elektronicznej Warszawa, dyrektor generalny
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2. Pojecie cyberprzestrzeni i jej ,,granice”

Rozpoczaé¢ wypada zatem od przyblizenia istoty i cech cyberprzestrzens.
Obszernego przegladu definicji pojecia cyberprzestrzen dokonal Janusz
Wasilewski, podsumowujac swe rozwazania w sposob nastepujacy: (... )
cyberprzestrzen to nie tylko suma fizycznych sktadnikow — systemow, sieci,
oprogramowania oraz przetwarzanych w nich informacji. To nie proste od-
wotanie do Internetu — choé niewqtpliwie to wtasnie Internet jest obecnie ilo-
sciowo najistotniejszym sktadnikiem cyberprzestrzeni, mieszczqcym sie w kaz-
dej omawianej definicji oraz bedgcym wymienianym wprost w czesci z nich.
Cyberprzestrzen to rowniez nie suma operacji wykonywanych przez uzytkow-
nikow w steciach. Istote cyberprzestrzemi tworzy koncepcja powotania do
zZycta swojego rodzaju rownolegtego Srodowiska, ktore jest mowym wymiarem
dla ludzkich dziatan. Wymiar ten, z uvwagi na sposob budowy, jest jednak ob-
szarem wymykajgcym sie opisowi za pomocq typowych, fizycznych miar, nie
poddaje sie zatem prostemu podziatowi geograficznemu pomiedzy panstwa.
Cyberprzestrzen — z wwagi na swojqg budowe — ma swoistq fizyke, w ktorej
zamiast atomow, 1stniejq bity, Srodowisko naturalne zas jest zastgpione $ro-
dowiskiem programowym. Cyfrowy zapis danych to nie tylko sposob odzwier-
ciedlania dobr prawnych uzytkownikow cyberprzestrzeni, ale takze wytgczny
budulec dla niektorych z nich, nieistniejgcych w ogole w innej postaci — np.
informacyi przetwarzanych wytqgcznie w sieciach komputerowych. (...) O ile
intuicyine uchwycenie szczegolnych cech cyberprzestrzeni nie wydaje sie na-
strecza¢ zbyt wielu problemow, o tyle z punktu widzenia funkcjonowania orga-
now administracyi publicznej, szczegolnie organow wymiaru sprawiedliwoscs,
jakiekolwiek dziatania podejmowane w cyberprzestrzent muszq byé poddawane
kwalifikacjom prawnym jako czynno$ci znane prawu oraz przez to prawo
dopuszczalne.?. Przywolaé¢ wypada rowniez katalog cech cyberprzestrzeni
wskazany przez Tomasza r. Aleksandrowicza, tj. niezaleznos¢ od miejsca,
odlegtosci, czasu i granic, wzgledna anonimowos¢ oraz mozliwos¢ ustalenia
sprzetu, a nie osoby operujacej w cyberprzestrzeni.

Jak przedstawia sie zatem definicja legalna cyberprzestrzeni sformuto-
wana przez polskiego ustawodawce? W mysl postanowien art. 2 ust. 1b
ustawy z 29 sierpnia 2002 r. o stanie wojennym oraz o kompetencjach
Naczelnego Dowodcey Sit Zbrojnych i zasadach jego podlegtosci konstytucyj-

2 ). Wasilewski, Zarys definicyjny cyberprzestrzeni, Przeglad Bezpieczeristwa Wewnetrznego 2013, Nr 9,
s. 233-234.

3 T. r. Aleksandrowicz, Bezpieczenstwo w cyberprzestrzeni ze stanowiska prawa miedzynarodowego, Przeglad
Bezpieczenstwa Wewnetrznego 2016, Nr 15, s. 12.
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nym organom Rzeczypospolitej Polskiej* (dalej: u.s.w.k.N.D.S.Z.), rozumie
sie przez nig bowiem przestrzen przetwarzania i wymiany informacyi two-
rzong przez systemy teleinformatyczne. Systemy teleinformatyczne to, ma-
jac na wzgledzie odestanie do tresci przepisu art. 3 pkt 3 ustawy z 17 lutego
2005 r. o informatyzacji dziatalno$ci podmiotéw realizujacych zadania pu-
bliczne®, zespoly wspotpracujacych ze sobg urzadzeri informatycznych i opro-
gramowania zapewniajace przetwarzanie, przechowywanie, a takze wysytanie
i odbieranie danych przez sieci telekomunikacyjne za pomoca wlasciwego dla
danego rodzaju sieci telekomunikacyjnego urzadzenia koricowego. W Swietle
art. 2 pkt 42, 431 46 ustawy z 16 lipca 2004 r. Prawo telekomunikacyjne®, te-
lekomunikacyjne urzadzenie koncowe to urzgdzenie telekomunikacyjne prze-
znaczone do podtgczenia bezposrednio lub posrednio do zakorniczen sieci”, zas
samo urzgdzenie telekomunikacyjne to ,urzqdzenie elektryczne lub elektro-
niczne przeznaczone do zapewniania telekomunikacji”, czyli do zapewnienia
ynadawania, odbioru lub transmaisyi informacyi, niezaleznie od ich rodzaju,
za pomocq przewodow, fal radiowych bgdZ optycznych lub innych srodkow
wykorzystujgcych energie elektromagnetyczng.

Cyberprzestrzenn ma zatem w $wietle definicji sformutowanych przez
doktryne nauk o bezpieczenstwie, a takze na gruncie przepiséw prawa,
co prawda charakter przestrzeni wirtualnej stuzacej komunikowaniu sie, a nie
zmaterializowanej przestrzeni fizycznej, ale jej istnienie i wykorzystywanie
jako obszaru wymiany informacji uzaleznione jest przeciez od istnienia urza-
dzen technicznych o charakterze fizycznym, zlokalizowanych w okreslonym
miejscu, na terytorium okreslonego kraju, obstugiwanych przez istniejace
w rzeczywistosci osoby bedace obywatelami konkretnego panstwa. Co wiecej,
skoro inicjujace powstanie i istnienie cyberprzestrzeni urzadzenia techniczne
zostana pozbawione obstugi oraz energii podtrzymujacej ich prace, tym sa-
mym cyberprzestrzenn rozumiana jako wymiar wirtualny przestanie istniec,
nawet wowczas, gdy obecne bedzie $rodowisko fizyczne stuzace wymianie
informacji, np. widmo radiowe. Pewnego rodzaju punkty graniczne w cyber-
przestrzeni wyznaczaja chociazby routery stuzace do taczenia okreslonych
sieci komputerowych i firewalle tj. zapory sieciowe stuzace filtrowaniu da-
nych przychodzacych do komputera i wychodzacych z komputera za posred-
nictwem sieci lub Internetu. Majac na wzgledzie posiadang funkcjonalnosé
wskazane powyzej elementy sieci komputerowych wytyczaja w konsekwencji
granice pomiedzy siecig lokalng a Internetem lub pomiedzy poszczegolnymi
4 Tekst jedn. Dz.U. 7 2016 r., poz. 851, ze zm.

5 Tekst jedn. Dz.U. z 2014 r., poz. 1114, ze zm.
6 Tekst jedn. Dz.U. z 2016 r., poz. 1489, ze zm.
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sieciami lokalnymi, a nawet wyizolowanymi elementami sieci lokalne;j.
3. Cyberprzestrzen jako element sktadowy parnstwa

Czym jest samo panstwo i czy cyberprzestrzen jest jego czescig skia-
dowa? Przywotac tutaj nalezy definicje odzwierciedlajaca klasyczne postrze-
ganie instytucji panstwa, w mysl ktorej jest ono wielkq spoteczng grupq, sfor-
malizowang, wyposazong w organy wtadztwa publicznego i opartg na sforma-
lizowanym cztonkostwie (obywatelstwo). Jest ono organizacjg spoteczenstwa
z tego wzgledu, ze obejmugje catq ludnosé zamieszkatq na danym terytorium”.

W tradycyjnym ujeciu pojecie terytorium parnstwa obejmuje natomiast
obszar ziemi wraz z wodami srodlgdowymsi, przylegty pas wod morskich oraz
przestrzen powietrzng nad obszarem lgdowym i morskim paristwa az do strefy
przestrzeni kosmicznej®. Analogicznie traktuje pojecie terytorium ustawo-
dawca, chociazby przy okazji uregulowania materii ochrony granic panstwa.
Zgodnie z art. 6 ustawy z 12 pazdziernika 1990 r. o ochronie granicy panstwo-
wej?, Rzeczpospolita Polska wykonuje swoje zwierzchnictwo nad terytorium
lgdowym oraz wnetrzem ziemi znajdujgcym sie pod nim, morskimi wodami
wewnetrznymi i morzem terytorialnym oraz dnem 1 wnetrzem ziemi znajdu-
jacyma sie pod nimi, a takze w przestrzeni powietrznej znajdujgce;] sie nad
terytorium lgdowym, morskimi wodami wewnetrznymi @ morzem terytorial-
nym..

Jak podejs¢ nalezy zatem do zagadnienia wltadztwa panstwowego nad
cyberprzestrzenia, ktora na trwate zadomowita sie nie tylko w swiadomo-
Sci uzytkownikow narzedzi teleinformatycznych (w tym i instytucji publicz-
nych), ale rowniez na gruncie obowiazujacego ustawodawstwa i podlega row-
noczesnie w pewnej mierze ochronie prawnej? Czy przez sam fakt nadania
cyberprzestrzeni statusu pojecia prawnego pozostajacego w swoistej relacji
z instytucja panstwa, nie uczynit z niej ustawodawca swego rodzaju elementu
tego panstwa? Jest ona z pewnoscig pewnego rodzaju kategoria przestrzeni.
Sama przestrzen ma przy tym réwniez swoje znaczenie potoczne i moze byé
traktowana jako: nieograniczony obszar trojwymiarowy, zamknieta, ograni-
czona czesé tego obszaru, pusta, rozlegta powierzchnia bez wyraznie oznaczo-
nych, widocznych granic lub odlegtosé miedzy czyms a czyms'. Terytorium

za$ to m.in. teren wyodrebniony ze wzgledu na cechy charakterystyczne'l.

T T. Stawecki, P. Winczorek, Wstep do prawoznawstwa, Warszawa 1999, s. 31.
8 Ibidem, s. 34.

9 Tekst jedn. Dz.U. z 2015 r., poz. 930, ze zm.

10 Stownik jezyka polskiego PWN (red. E. Sobol), PWN, Warszawa 2006, s. 77.
1 Tbhidem, s. 1038.
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Cyberprzestrzen okreslié mozna zatem mianem swoistego komponentu prze-
strzeni panstwa, w ktorej — analogicznie jak na ladzie, wodzie i w powietrzu
— panistwo sprawuje swoje funkcje, o ile wspomniana cyberprzestrzen tworza
systemy teleinformatyczne podlegajace jurysdykcji tego panstwa z racji na
ich rozmieszczenie na terytorium tego panstwa lub chociazby fakt, iz stanowia
jego wlasnos¢ pozostajaca w dyspozycji organdow wiadzy publicznej. Dodaé
trzeba, ze w Swietle Doktryny cyberbezpieczenstwa Rzeczypospolitej Polskiej
z 22 stycznia 2015 1., cyberprzestrzen RP opisana zostala jako cyberprzestrzen
w obrebie terytorium panstwa polskiego oraz w miejscach, gdzie funkcjonujqg
przedstawicielstwa RP (placowki dyplomatyczne, kontyngenty wojskowe, jed-
nostkir ptywajgce oraz statki powietrzne poza przestrzeniq RP, podlegajgce
polskiej jurysdykeji)t?.

4. Zagrozenia wyplywajace z cyberprzestrzeni

W mysl postanowien art. 5 Konstytucji Rzeczypospolitej Polskiej
z 2 kwietnia 1997 r.13 (dalej: Konstytucja RP), Rzeczpospolita Polska strzeze
niepodlegtosSci 1 mnienaruszalnosci swojego terytorium, zapewnia wolnosci
1 prawa cztowieka i obywatela oraz bezpieczenstwo obywateli, strzeze dzie-
dzictwa narodowego oraz zapewnia ochrone Srodowiska, kierujgc sie zasadq
zrownowazonego rozwoju.. Przepis art. 5 Konstytucji RP wyznacza zatem
funkcje panstwa, tj. ,zasadnicze kierunki i cele jego dziatania”, ktoére deter-
minuja z kolei konkretne kompetencje i zadania poszczegdlnych organéow wta-
dzy publicznej. Kluczowa sposrod tych funkeji jest strzezenie niepodleglosci
i nienaruszalnosci terytorium panstwa, poniewaz dopiero w nastepstwie jej
realizacji mozliwe staje sie wykonywanie kolejnych funkcji panstwa, w szcze-
golnosci zapewnienia przestrzegania wolnosci i praw cztowieka i obywatela,

a takze zapewnienia mu nalezytego bezpieczenstwal

, W tym 1 zagwaranto-
wania odpowiedniego poziomu bezpieczenstwa w cyberprzestrzeni, z ktorej
tak instytucje publiczne, komercyjne podmioty korporacyjne, jak i jednostki
korzystaja.

Zagrozenia pochodzace z cyberprzestrzeni, a adresowane odpowiednio
do instytucji panstwowych, przedsiebiorcow i cztowieka przybieraja roznoraksa,
posta¢. Na ptlaszczyznie militarnej dziatalnosci panstwa, ukazuje sie cyber-
przestrzen jako piaty (obok ladu, wody, powietrza i przestrzeni kosmicznej)

12 Doktryna cyberbezpieczenistwa Rzeczypospolitej Polskiej, Warszawa 2015, s. 7.

13 Dz.U. Nr 78, poz. 483, ze zm.

14 W. Skrzydto, Konstytucja Rzeczypospolitej Polskiej. Komentarz, LEX, 2013, komentarz do art. 5 Konsty-
tucji RP.
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wymiar prowadzenia dziataii wojennych!®, ale stanowi takze zrodlo cyber-
przestepczosci 1 cyberterroryzmu, ktérych obowiazek zwalczania spoczywa
na organach wtadzy publicznej. Dla podmiotéw wykorzystujacych w swoje]
dziatalnosci gospodarczej technologie teleinformatyczne zagrozenia tego ro-
dzaju generuja dodatkowe koszty zwiazane z przeciwdziataniem szeroko rozu-
mianej przestepczosci komputerowej, przybierajacej w szczegdlnosci postaé
— atakow komputerowych, niszczenia danych i programéw komputerowych,
sabotazu i szantazu komputerowego, wtaman do systemoéow informatycznych,
szpiegostwa komputerowego, itp!®.

Zjawisko cyberprzestepczosci odznacza sie m.in. tym, ze: narzedzia
teleinformatyczne stuzy¢ moga zaréwno popetnianiu przestepstw tradycyj-
nych (np. oszustwo), jak i tych, ktore zaistnialy wraz z pojawieniem sie
cyberprzestrzeni; czynno$ciom technicznym stuzacym ich popetnianiu towa-
rzyszy rownoczesnie zastosowanie metod socjotechnicznych; systemy i sieci
teleinformatyczne moga by¢ tak narzedziem, jak i celem dziatania sprawcow;
zaistnienie cyberprzestrzeni skutkuje powstaniem nowego srodowiska dziatal-
nosci przestepczej, a w konsekwencji zmiana postrzegania dobr podlegajacych
ochronie prawnej (cyberatak skierowany jest rownoczesnie przeciwko wielu
dobrom spotecznie istotnym — np. bezpieczenstwu systemow, bezpieczenstwu
danych i mieniu); skutek przestepny stanowi¢ moze zaréwno konsekwencje
dziatania cztowieka, jak i zautomatyzowanego narzedzia teleinformatycznego;
Sciganie cyberprzestepstw wymaga zastosowania czynnosci technicznych!”.

Jeszcze inaczej rzecz sie przedstawia w przypadku oddziatywania cyber-
przestrzeni na jednostke, nie zawsze sprowadzajac sie do dziatan podlegaja-
cych reakcji prawnokarnej, ale réwniez dolegliwych spotecznie. Andrzej
Pieczywok wyodrebnia trafnie wsrod zagrozen egzystencjalnych zwiazanych
z cyberprzestrzenia, a wymierzonych w cztowieka m.in.: zagrozenia edu-
kacyjne, skutkujace wrecz biologicznymi zmianami neurologicznymi, ogra-
niczeniem kreatywnosci i zaburzeniami emocjonalnymi; zagrozenia osobo-
wosciowe, powiagzane z ksztattowaniem falszywego obrazu innych w oczach
uzytkownika Internetu (np. uprzedmiotowienie cztowieka), powstawaniem
niewlasciwych relacji pomiedzy cztowiekiem a maszyna, nowymi formami
tradycyjnych patologii i dysfunkcji oraz marginalizacja rodziny; zagrozenia
spoleczne, stanowiace konsekwencje braku zachowania réwnowagi pomie-

15 J. Deren, A. Rabiak, NATO a aspekty bezpieczeristwa w cyberprzestrzeni (w:) Cyberbezpieczenstwo jako
podstawa bezpiecznego panstwa i spoteczenstwa w XXI wieku (red. M. Gorka), Difin, Warszawa 2014, s. 206-210.

16 M. Biatkowski, Ocena prawna i kryminalistyczna przestepczosci komputerowej, CeDeWu Sp. z o.0., War-
szawa 2016, s. 127 i n.

17 J. Wasilewski, Przestepczo$é w cyberprzestrzeni — zagadnienia definicyjne, Przeglad Bezpieczenstwa We-
wnetrznego 2016, Nr 15, s. 171-172.

10
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dzy rozwojem sfery mentalnosci cztowieka i wszechotaczajacym go rozwojem
technologicznym, konsumpcjonizmu, kryzysu kultury wysokiej, itp.'8

5. Reakcja na zagrozenia w cyberprzestrzeni i ich zwalczanie

Majac na wzgledzie réznorodno$é i ztozonosé zjawisk towarzyszacych
cyberprzestrzeni ustawodawca odnosi sie na gruncie wielu aktéw normatyw-
nych do zagrozen z niej wyptywajacych badz stanowiacych nieodtaczny ele-
ment jej wykorzystywania.

W pierwszej kolejnosci wypada dokonaé pobieznego przegladu postano-
wien ustawodawstwa dotyczacego standéw nadzwyczajnych odnoszacych sie
do zagrozen wynikajacych z cyberprzestrzeni. Zewnetrzne zagrozenie pan-
stwa spowodowane w szczegolnosci dziataniami w cyberprzestrzeni stanowi
przestanke wprowadzenia stanu wojennego (art. 2 u.s.w.k.N.D.S.Z.). Dzia-
lania w cyberprzestrzeni powodujace szczegbdlne zagrozenie konstytucyjnego
ustroju panstwa, bezpieczenstwa obywateli lub porzadku publicznego stano-
wig rowniez powdd dla wprowadzenia stanu wyjatkowego (art. 2 ust. 1z dnia
21 czerwca 2002 1. o stanie wyjatkowym!?). Stan kleski Zywiotowej to nato-
miast stan nadzwyczajny, ktory moze zosta¢ wprowadzony dla zapobiezenia
skutkom katastrof naturalnych lub awarii technicznych noszacych znamiona
kleski zywiotowej, jak réwniez w celu ich usuniecia, przy czym zjawiska te
moga wywola¢ rowniez zdarzenia w cyberprzestrzeni (art. 213 ust. 2 ustawy
z 18 kwietnia 2002 1. o stanie kleski zywiotowej?).

W $wietle ustawy z 26 kwietnia 2007 1. o zarzadzaniu kryzysowym?!
(dalej: w.z.k.) zarzadzanie kryzysowe rozumiane jako dziatalnos$é organdw
administracyi publicznej bedgca elementem kierowania bezpieczenstwem na-
rodowym, ktora polega na zapobieganiu sytuacjom kryzysowym, przygoto-
waniu do przejmowania nad nimi kontroli w drodze zaplanowanych dzia-
tan, reagowaniu w przypadku wystgpienia sytuacji kryzysowych, usuwaniu
ich skutkow oraz odtwarzaniu zasobow i infrastruktury krytycznej (art. 2
u.z.k.), odnosi sie do infrastruktury krytycznej, na ktorg sktadaja sie sys-
temy oraz wchodzace w ich sktad powigzane ze soba funkcjonalnie obiekty
(obiekty budowlane, urzadzenia, instalacje), ustugi kluczowe dla bezpieczen-
stwa panstwa i jego obywateli oraz stuzace zapewnieniu sprawnego funkcjono-
wania organéw administracji publicznej, a takze instytucji i przedsiebiorcow.
18 A Piecaywok, Cyberpraestrzen o zagrosenia egzystencii cowicka (w:) Cyberbespieczeristwo jako podstawa
bezpiccznego paristwa i spoteczeristwa w XXI wicku . .., s. 118-129.

19 Tekst jedn. Dz.U. z 2016 r., poz. 886, ze zm.

20 Tekst jedn. Dz.U. z 2014 r., poz. 333, ze zm.
21 Tekst jedn. Dz.U. z 2017 r., poz. 209.
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Obejmuje ona przy tym systemy: zaopatrzenia w energie, surowce energe-
tyczne i paliwa; tacznosci; sieci teleinformatycznych; finansowe; zaopatrzenia
w zywno$é; zaopatrzenia w wode; ochrony zdrowia; transportowe; ratow-
nicze; zapewniajace cigglosé dziatania administracji publicznej; produkcji,
sktadowania, przechowywania i stosowania substancji chemicznych i promie-
niotworczych, w tym rurociggi substancji niebezpiecznych (art. 3 u.z.k.),
a zatem zarowno systemy teleinformatyczne w $cistym tego stowa znaczeniu,
jak i te elementy infrastruktury technicznej, ktérych funkcjonowania w chwili
obecnej nie sposob sobie wyobrazi¢ bez zarzadzania nimi za posrednictwem
systemow teleinformatycznych.

Wspomnieé¢ nalezy réwniez o ochronie prawnokarnej w sferze cyber-
przestrzeni. Poza wymienianymi czesto tzw. przestepstwami komputero-
wymi, umieszczonymi w rozdziale XXXIII k.k. ustawy z dnia 6 czerwca
1997 r. - Kodeks karny?? (dalej: k.k.), zatytulowanym skadinad Przestep-
stwa przeciwko ochronie informacji (np. sabotaz komputerowy), czy tez
czynu zabronionego, o ktorym mowa w przepisie art. 165 § 1 pkt 4 k.k., kto-
rego istota jest sprowadzenie niebezpieczenstwa dla zycia lub zdrowia wielu
osob albo dla mienia w wielkich rozmiarach, o ile dojdzie do niego przez
zaklocenie, uniemozliwienie, lub wplywanie w inny sposéb na automatyczne
przetwarzanie, gromadzenie badz przekazywanie danych informatycznych??,
zwrocié nalezy uwage na przepis art. 140 k.k. Poddano w nim bowiem pe-
nalizacji dopuszczenie sie gwaltownego zamachu na jednostke Sit Zbrojnych
Rzeczypospolitej Polskiej, niszczenie lub uszkadzanie obiektu albo urzadze-
nie o znaczeniu obronnym, w celu ostabienia mocy obronnej Rzeczypospolite;j
Polskiej, ktore podlega karze pozbawienia wolnosci od roku do lat 10. Jesli
nastepstwem tego czynu jest $mieré cztowieka lub ciezki uszczerbek na zdro-
wiu wielu osob, sprawca podlega karze pozbawienia wolnosci od lat 2 do 12,
zas jesli sprawca czyni przygotowania do takiego przestepstwa, podlega ka-
rze pozbawienia wolnosci do lat 3. Dla wyjasnienia dodaé¢ trzeba, ze zgodnie
z przepisem § 2 pkt 9 rozporzadzenia Rady Ministrow z 24 czerwca 2003 r.
w sprawie obiektow szczegolnie waznych dla bezpieczeristwa i obronnosci pan-
stwa oraz ich szczegdlnej ochrony?*, do obiektéw szczegdlnie waznych dla
bezpieczenstwa i obronnosci panstwa zalicza réwniez obiekty infrastruktury
tacznosci, w tym m.in. obiekty przedsiebiorcow telekomunikacyjnych, prze-
znaczone do realizacji zadan na rzecz bezpieczenstwa i obronnosci panstwa.

22 Tekst jedn. Dz.U. z 2016 r., poz. 1137, ze zm.

23 A. Suchorzewska, Ochrona prawna systeméw informatycznych wobec zagrozenia cyberterroryzmem [w:]
Cyberterroryzm zagrozeniem XXI wieku. Perspektywa politologiczna i prawna (red. A. Podraza, P. Potakowski,
K. Wiak), Difin, Warszawa 2013, s. 155.

24 Dz.U. 2 2003 r. Nr 116, poz. 1090, ze zm.
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Sam zamach na jednostke wojskowa przybiera¢ moze natomiast réwniez po-
stac¢ tzw. cyberataku.

Ze wzgledu na istniejacy wspotczesnie poziom zagrozen o charakterze cy-
berterrorystycznym przywota¢ w tym miejscu nalezy takze ustawe z 10 czerwca
2016 1. o dziataniach antyterrorystycznych? (dalej: u.dz.a.), ktora okresla
zasady prowadzenia dzialan antyterrorystycznych, w tym w cyberprzestrzeni,
oraz wspolpracy miedzy organami wtasciwymi w zakresie prowadzenia tych
dzialann (art. 1 u.dz.a.), polegajacych na zapobieganiu zdarzeniom o cha-
rakterze terrorystycznym, przygotowaniu do przejmowania nad nimi kontroli
w drodze zaplanowanych przedsiewziec, reagowaniu w przypadku wystgpie-
nia takich zdarzen oraz usuwaniu ich skutkow, w tym odtwarzaniu zasobow
przeznaczonych do reagowania na nie (art. 2 pkt 1 u.dz.a.). Szef Agencji
Bezpieczenistwa Wewnetrznego (dalej: Szef ABW) jest organem odpowie-
dzialnym za zapobieganie zdarzeniom o charakterze terrorystycznym tj. ta-
kim sytuacjom, co do ktorej istnieje podejrzenie, ze powstaly one na skutek
przestepstwa o charakterze terrorystycznym, o ktorym mowa w art. 115 § 20
k.k. lub zagrozenie zaistnienia takiego czynu (art. 3 w zw. z art. 2 pkt 7
u.dz.a.). W celu realizacji przypisanych w tym zakresie zadan, Szef ABW ko-
ordynuje czynnosci analityczne lub informacyjne, podejmowane przez stuzby
specjalne (art. 5 u.dz.a.). W celu rozpoznawania, zapobiegania lub zwalcza-
nia przestepstw o charakterze terrorystycznym moze m.in. zarzadzi¢ wobec
osoby niebedacej obywatelem polskim, na okres nie dtuzszy niz 3 miesiace,
niejawne prowadzenie czynnosci polegajacych m.in. na: uzyskiwaniu i utrwa-
laniu tredci rozmoéw prowadzonych przy uzyciu §rodkéw technicznych, w tym
za pomocy sieci telekomunikacyjnych; uzyskiwaniu i utrwalaniu tresci kore-
spondencji, w tym korespondencji prowadzonej za pomoca $rodkéw komuni-
kacji elektronicznej; uzyskiwaniu i utrwalaniu danych zawartych w informa-
tycznych nos$nikach danych, telekomunikacyjnych urzadzeniach koncowych,
systemach informatycznych i teleinformatycznych (art. 9 u.dz.a.). Odreb-
nej kategoryzacji poddano na gruncie ustawy o dziataniach antyterrorystycz-
nych réwniez stopnie alarmowe odnoszace sie do zagrozen terrorystycznych
w cyberprzestrzeni. W razie zagrozenia wystapieniem zdarzenia o charakte-
rze terrorystycznym, ktore dotyczyloby systemow teleinformatycznych orga-
now administracji publicznej lub systemow teleinformatycznych wechodzacych
w sktad infrastruktury krytycznej albo w przypadku wystapienia takiego
zdarzenia, moze zosta¢ wprowadzony jeden z 4 stopni alarmowych CRP
(ALFA-CRP, BRAVO-CRP, CHARLIE-CRP, DELTA-CRP), w zaleznosci

2 Dz.U. z 2016 r., poz. 904.
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od poziomu zagrozenia cyberterrorystycznego (art. 15 u.dz.a.).
6. Uwagi konicowe

W dobie rozwoju technologicznego obejmujacego wszystkie sfery zy-
cia spotecznego i gospodarczego jednostki, jak i struktury organizacyjne
oraz dziatalnos¢ panstwa, nieodigcznym przedmiotem zainteresowania na-
uki 1 ustawodawcy stala sie cyberprzestrzen. Przyczyn takiego stanu rzeczy
upatrywac nalezy zaréwno w powszechnym wykorzystaniu komunikacji elek-
tronicznej, jak i potrzebie wypracowania skutecznego mechanizmu ochrony
dobr spotecznie istotnych przed cyberzagrozeniami godzacymi w suweren-
no$¢ i nienaruszalno$é¢ struktur panstwa, dziatalnosé organéow witadzy pu-
blicznej, dziatalnos¢ gospodarcza, zycie i zdrowie czlowieka, itd. Wydaje
sie jednakze, ze przyjecie wylacznie pojecia cyberprzestrzeni za punkt wyj-
Scia dla rozwazan o pozadanej postaci systemu bezpieczenstwa personalnego
i strukturalnego panstwa w tym obszarze, jest zabiegiem dosy¢ utomnym.
Jest ona bowiem jedynie wirtualnym komponentem przestrzeni, w ktore;
panstwo, przedsiebiorcy 1 poszczegolne jednostki prowadza dziatalno$é za
pomoca infrastruktury teleinformatycznej zlokalizowanej w fizycznym kom-
ponencie przestrzeni. Podkreslié¢ trzeba przy tym réwniez, ze cyberprzestrzen
ma swoje ograniczenia oraz mniej lub bardziej klarowne i trwate granice zara-
zem. Ograniczenia wynikaja z jednej strony z natury zjawiska elektromagne-
tyzmu stanowiacego zrodto i narzedzie do wymiany informacji, z drugiej zas
z ksztattu systemu wchodzacego w sktad infrastruktury teleinformatycznej,
ktory moze byé w mniejszym lub wiekszym stopniu autonomiczny. Pozwalaja
one w konsekwencji przypisa¢ konkretnemu panstwu (a nawet poszczegdlnym
instytucjom publicznym i podmiotom prywatnym posiadajacym wtlasne sieci
teleinformatyczne) pewna odrebna cyberprzestrzen podlegajaca jego ochro-
nie, tak jak chociazby krajowa administracja tgcznosci jest dysponentem
widma radiowego na terytorium danego parnstwa, gospodarujac nim poprzez
licencjonowanie przedziatow czestotliwosci, uprawnien do uzywania urzadzen
radiowych, kontrolujac emisje radiowe, itd.
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Information warfare and the contemporary security
environment?

Abstract

Contemporary security environment is influenced by massive informati-
zation of the society where information becomes a powerful instrument with
the capacity to influence public opinion. This leads states to use information
as a strategic weapon to enforce their national and foreign policy objectives
by means of propaganda and manipulation with people’s perceptions.

The aim of this article is to evaluate nowadays security environment
in terms of information operations with a particular focus on the Furopean
and Slovak context. The major player within the European and Slovak infor-
mation space is the Russian Federation hence the article will focus exclusively
on the information ,zwarfare” led by Russia. The article claims that Russian
information operations focus on the proliferation of propaganda with the aim
to influence electoral results in foreign states, legitimize its foreign-policy
steps on the domestic scene and finally to undermine cohesion and trust
in the state and Euro-Atlantic institutions especially in Central and Eastern
FEurope.

Key words: nformation war, propaganda, security environment,
Russia
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Introduction

The ongoing technological development, progress in the communication
infrastructure and informatization of the society have raised the importance
of information to the level of a strategic weapon, which is able to enforce
national interests and political objectives of a state on the international
scene. Consequently, the means of leading wars as well as the meaning
of a war itself have changed. While in the past military operations aimed
to gain control over the territory, sea and airspace, today, states strive to
control information channels and ultimately to influence people’s mind and
perceptions of a particular situation often by means of propaganda. Given
the enormous amount of data and diversity of information resources, it is
difficult to categorize information and differentiate between the true ones
and those that have been deliberately biased. Hence, the modern tactics
of war include manipulation with facts in order to influence public opinion
or decision-making process in the target state. The warfare enters thus to
a new — information or cyber dimension. This article aims to evaluate the
threat that the information warfare represents in the contemporary security
environment with a particular focus on the European level. Russia is conside-
red to be the major actor in this warfare, therefore the analysis will be focused
on Russian activities in the information space. The article is based on the
analysis of recent development within the European security environment,
while the final part focus more specifically on the case of the Slovak Republic
as one of the target states of Russian information operations. This issue
required accurate analysis of media including pro-Russian internet portals,
such as international websites of Russia Today and Sputnik. Out outcomes
have been enriched by expert opinions and analysis elaborated within the
Slovak as well as foreign security community:.

1 Conceptualization of the issue

Information warfare is not a warfare in its strict sense. It is not prece-
ded by official declaration of war, neither does it include the use of physical
force. Moreover, it does not necessarily lead to causalities. Information when
used as a weapon is aimed to interfere with opponent’s perceptions, to gain
control over his information resources and thus to influence the psyche of the
population by means of deception, manipulation or propaganda. Method
used to interfere with enemy’s mind consists of a reflexive control which is
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based on conveying to an opponent specially prepared information to incline
him to voluntarily make the predetermined decision desired by the initiator
of the action. (Snegovaya, 2015, 10) The method of reflexive control leads
the opponent to unintentionally make a decision that is bad for himself yet
convenient for the opponent. Hence the information warfare is a contactless
war that occurs in the human consciousness and in the cyberspace.
(Pomerantsev, 2015, 46)

On the one hand, information operations may occur as a collateral phe-
nomenon to a conventional war. In such a scenario, belligerents do not fight
only by the armed forces, but they use various strategies to gain access to the
opponent’s information systems in order to either abuse or distort informa-
tion or they deliberately spread disinformation in order to gain strategic
advantage. Given the importance that information plays in the contempo-
rary military strategies, wars obtained hybrid character based on other than
exclusively armed operations. The decisive factor in hybrid warfare is not
the strength or equipment of the army, but rather a control over the flows
of information and access to the opponent’s information systems. In these
circumstances whose story wins is more important than whose army wins.
(Pomerantsev, 48) On the other hand, information channels and cyber space
are becoming themselves the modern battlefield, where information has be-
come a strategic weapon. According to this logic, arms race can potentially
gain form of race for control over the flows of information.

There are two main types of information operations, according to where
they take place: cyber and non-cyber. Cyber attack in general is considered
to be any disruption, cancellation, or modification of computer data without
right. Cyber attack may occur in two basis forms. On the one hand, it may
cause that targeted source will no longer be able to carry a specific infor-
mation. In this case the attack disrupts the access to information displayed
by the source and eventually provokes the breakdown of communication in-
frastructure. On the other hand, the attack may only alter the information
carried by its source while the access to the source will remain undamaged.
Yet the information provided by the source would be different as the one
originally encoded. In this case the cyber attack alters information into
disinformation and leads to the spread of false misleading facts. (Durante,
2015, 371) in other words, the aim of a cyber attack may be either to steal
or change data.

However, the most common mean of disseminating fake news and pro-
paganda are traditional media including print media, television and radio.
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Both strategies — cyber and non-cyber — are on the rise with the increasing
informatization of the society and all aspect of human lives and they have be-
come strategic instruments of enforcing national interests and foreign-policy
objectives of states. Regarding the contemporary European security environ-
ment, including the one of the Slovak Republic, the major challenge is posed
by information operations launched by the Russian Federation.

2 Russian information warfare

The subsequent analysis will stem from the two above-determined stra-
tegies of information war led in the international security environment. On the
one hand, it deals with cyber attacks aimed at stealing and abusing data
from an enemy state and on the other hand it concentrates on traditional
propaganda spreading disinformation. It will be focused on Russia — today
one of the most influential actors in the information area, and given the
victory of Donald Trump in the US presidential elections, probably also the
most successful one. The concept of hybrid warfare was presented by Valerij
Gerasimov, the Chief of General Staff of the Armed Forces of the Russian
Federation, already in 2013 and it makes part of the contemporary military
doctrine of Russia adopted in 2014. (Military Doctrine. .., 2014, Lidl, 2015,
Snegovaya, 2015) One year later, Kremlin published the National Security
Strategy which points to the intensification of the global information strug-
gle by claiming that beside political and economic tools also informational
instruments have been set in motion in the struggle for influence in the inter-
national arena. (The Russian National..., 2015) The perception of informa-
tion as a strategic instrument of the Russian foreign policy can be observed
also in the speech of Andrei Krutskikh from the Ministry of Foreign Affairs
of the Russian Federation. In February 2016, he declared that Moscow was
preparing a new strategy for information area which he compared in terms
of its significance to the test of a nuclear weapon as it would enable Russia
to communicate with the USA as peer to peer. (Ignatius, 2017) Russia per-
ceives information space as a perpetual battlefield.

Three different directions can be distinguished in the contemporary
Russian information war. First of all Russia interferes in internal issues
of Western states — especially when it comes to elections — by denigrating
candidates inconvenient for Moscow. Secondly, Russian information opera-
tions has been targeting Ukraine and Syria in order to portray both countries
in a negative light and thus to legitimize Russian engagement in the eyes
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of Russian citizens. Last but not least Russian propaganda aims to shape
public opinion also in the states of central and Eastern Europe by discrediting
the European Union and NATO.

2.1 Influencing electoral results

The first of above-enumerated features of the Russian information war
manifested itself during the US presidential campaign in 2016. On January
6, 2017, the US government released a report where it assesses Russian cyber
activities and its interference into the course of the American presidential
elections. According to the report, Russia is responsible for Putin-ordered
cyber campaign against the USA aimed at sabotaging elections, undermi-
ning trust of citizens into the American democratic system and denigrating
democratic candidate Hillary Clinton. Russian intelligence agencies allege-
dly gained access to the network of the Democratic National Committee
already in July 2015 and they are accused of having stolen a great amount
of data. Since March 2016 they focused on email accounts of members of the
Democratic Party and other politicians. The report also points out that
the cyber attack, which led to the leakage of thousands of emails from the
computer network of the Democratic Party, was also allegedly committed
from Russia. (Assessing Russian Activities..., 2017, Miller, Entous, 2017)
The subsequent release of these emails on WikiLeaks ultimately weakened
the position of Hillary Clinton and at the same time they contributed to the
victory of Donald Trump. However, Russia denies any responsibility for the
leaked emails and on the contrary, Moscow blames the USA from publishing
classified documents known as Panama Papers, which revealed that Russian
money was laundered in the tax haven. In this context, Krutskikh stated
in February 2016 that the USA attacked in the information war first, and it
was Russia’s turn to retaliate. According to him, we are in the information
warfare, were hidden soldiers fight with weapons including false news and
hacking. (Ignatius, 2017)

Moreover, speculations about an attempt of a foreign power to manipu-
late with electronic counting systems gained ground. (Belam, 2016)

The report states that besides hacking, Russia used also other information
operations including the spread of propaganda via Moscow-controlled media.
The key role was played by the broadcasting of Russia Today, which por-
trayed Hillary Clinton in a negative light (Clavel, 2017) or by social media.
If Clinton was to win, pro-Russian bloggers were prepared to launch Demo-
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cracyRIP campaign on Twitter in order to undermine Clinton’s legitimacy.
(Miller, Entous, 2017)

Cyber attacks and propaganda reveal much about the wider geopolitical
context as well as national and foreign-policy interests of states that con-
duct these operations. In case of the US presidential elections, preferences
of Moscow reflected its relation to NATO. Kremlin perceives NATO enlarge-
ment to the East and its presence in the East European countries as a threat,
as was recognized also in Gerasimov’s report. (Lidl, 2015) Donald Trump
expressed negative attitude towards NATO during the presidential campa-
ign and he openly criticized the deployment of American units in the states
of Eastern Europe, therefore he was a more suitable and acceptable candidate
for Moscow when compared to Hillary Clinton. Moreover, Trump expressed
will to establish friendly relations with the Russian president Vladimir Putin,
that he did not perceive in a negative light by contrast to other presidential
candidates.

Even though, information operations were targeted in this particular
case primarily against the USA, they represent increasing threat also to the
European security environment. The success of Russian operations to ma-
nipulate with the US elections might have encouraged Moscow’s endeavour
to influence in a similar way internal affairs also in other states. This issue
concerns especially France, where a new president of the Republic will be
elected in April/May 2017 and Germany, where the Federal elections will be
held in September 2017.

In France, the threat of cyber attacks has increased® with approaching
presidential elections. Despite the fact, that there is no electronic voting
which decreases the chance of direct manipulation with results, the General
Secretariat for Defence and National Security called upon political parties to
protect their data against potential attacks. (Clavel, Boudet, Herreros, 2016)
After the US presidential elections, France has recognized increased risk of po-
tential external interference into the presidential campaign either in form of il-
legal seizure and exploitation of data or by means of propaganda. The latter
is already significant when it comes to the leading candidates, Marine Le Pen
and Emmanuel Macron. While Le Pen refuses sanctions against Russia and
she advocates the recognition of Crimea as a part of Russia, hence earning
Putin’s favour, her opponent Macron is portrayed in Kremlin-financed media

3 Only in 2016 there were allegedly about 24000 revealed attacks coming from outside. (Clavel, 2017)
4 The article reflects the situation until mid-April 2017, shortly before the first round of the presidential
elections.
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(especially Sputnik International and Russia Today®) as the US agent who
collaborates with Hillary Clinton®, as well as a homosexual leading a secret
live and supported by a rich gay lobby. (Blachére, 2017, Assange: des révéla-
tions..., 2017, Assange: WikiLeaks a trouvé..., 2017) These compromising
information came from sources revealed at WikiLeaks and they dominated
in Russian media despite the fact, that the team of Assange published also
more than 1100 documents about Marine Le Pen and over 3600 others con-
cerning Francois Fillon, another pro-Russian candidate. (Blachére, 2017)
The overview of how French versions of Russia Today and Sputnik were
informing about French elections revealed that by contrast to information
provided about Marine Le Pen and Francois Fillon, news about Emmanuel
Macron were usually degrading, tendentious and mocking. (Ako Sputnik za-
ujato..., 2017, La Guyane..., 2017) This is an exemplary case of propaganda
based on selectively chosen information that are further manipulated and
interpreted in a way to serve predetermined purposes.

Germany faces a similar situation. Angela Merkel claims that the state
deals with hacker attacks and disinformation campaigns on daily basis and
it has been pointed to Russia as their alleged perpetrator. (AFP, 2016)
at the beginning of 2016 German secret services accused Russia from inter-
national cyber espionage including hacking computers of the German par-
liament in 2015 which was attributed to Russian hacking group APT28".
The German intelligence services have recorded also an unprecedented on-
line proliferation of fake news, which are associated with the Russian propa-
ganda aimed at destabilizing German government and influencing the results
of upcoming election, where Angela Merkel is hoping to be re-elected to the
position of Chancellor. However, this would not be suitable for Kremlin
because of Merkel’s criticism of Moscow for its interference in Ukraine and
her support for sanctions against Russia. (Reuters, 2017)

5 RT and Sputnik are important tools of Russian propaganda with global reach. RT is established in 100
states while Sputnik broadcasts in 30 local languages and the number of its international offices is on the rise.
(Nicolini, 2017a)

6 This allegation stem from the fact, that Clinton’s emails contained information about the French candidate
Macron. One of the emails contained also invitation to dinner organized by Emmanuel Macron and Manuel Valls.
(Assange: des révélations..., 2017, Assange: WikiLeaks a trouvé..., 2017)

" The same group was suspected from the cyber attack against the OSCE in December 2016. (Reuters, 2017)
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2.2 Legitimizing foreign-policy decisions

Another goal of Russian propaganda is to gain support of the Russian
audience for its foreign-policy decisions, that are rather controversial and
in terms of international law also disputed. This is especially the case of the
annexation of Crimea but also the Russian engagement in Syria. As regards
Syria, propaganda had started to proliferate four weeks before Russia inte-
rvened in the conflict, while in the case of Ukraine it had appeared at least
two years before the annexation. In both cases, propaganda is based on
the negative portraying of either Syria or Ukraine in the Kremlin-controlled
media, which represents about 90% of all Russian media (Szabolcs, 2017),
with the aim to shift public opinion against both countries. Kremlin had been
thus preparing ground for intervention and had tried to gain support within
Russian society for actions, that were later condemned on the international
level.

Ukraine drew attention to the activities of Russian hackers already
in 2010, when governmental websites were attacked by espionage malwa-
res. There was also a Distributed Denial of Services Attack and a disrup-
tion of government and intelligence portals which resulted in information
blackout. Hackers allegedly gained access to the phone records and elec-
tronic communication between Ukraine, the European Union and the USA
when Ukraine was preparing to sign the Association agreement with the
EU. (Jaitner, 2015) After the outbreak of the conflict, Russian media have
depicted Ukraine as a fascist state committing war crimes® and supported by
the corrupt US government. Kremlin-controlled state television broadcasted
in Russia an interview with alleged Russian victims to Ukrainian fascists, yet
as it turned out, these victims were in reality hired actors. Chaos in Ukraine
is portrayed in the Russian television in contract to the stability in Russia
and Putin himself is depicted as a national hero’. In addition, after the
shooting down of MH-17, Russian media came up with a number of conspi-
racy theories!? providing alternative versions of why the aircraft had fallen
down. There stories were significantly different from the official outcomes

8 Russian servers released a hoax that Ukrainians remove organs from war victims at illegal transplantation
stations despite the fact that the OSCE refuted that any such stations existed. Beside this, another fake new
appeared about Ukrainian soldiers who allegedly were to crucify a 3-year-old child. (Snidl, 2015)

9 Russian media often show pictures of Putin riding a horse, a Harley or stroking tigers, which contributes
to build personal cult of Putin as a powerful statesman. (Pomerantsev, 2015)

10 Some theories claim that the plane was shut down either by the Ukrainian army or by Americans, who
according to conspirators had planned to target Putin’s plane. Another theory stated that passengers had lost
their lives already before the plane took off, eventually, that the fall of the plane was conspired by a pharmaceutical
enterprise in order to prevent scientists on board from discovering a medicament to cure AIDS. (Kullova, 2015)
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of investigators who pointed out that the plane had been shut down from the
area under the control of pro-Russian separatists. Hence, people can easily
find themselves in a network of some kinds of pseudo-realities where false
narratives serve to direct their mind far from the true ones.

2.3 Weakening of the European and transatlantic security
architecture

The integration structures across the Euro-Atlantic area have become
the third object of the Russian propaganda. in case of the European Union,
it seems that Kremlin seeks to affect weak places in the internal policy of the
EU member states in order to disrupt and destabilize the Union from inside.
At the present time, these weaknesses stem from migration crisis, distrust
towards Schengen, Brexit, Greek indebtedness, crisis of legitimacy and incre-
asing number of terrorist attacks. Russian portals often misuse these issues
in exaggerated and often misinterpreted way in order to emphasize inefficacy
of the Union and its failure to deal with its own internal problems. This
can be illustrated by the release of a hoax about the rape of a 13-years-old
Russian speaking Lisa in Berlin allegedly perpetrated by Muslim immigrants.
(Knight, 2016) This fake news abused the issue that divides the European
countries probably the most — migration. It was to further aggravate ten-
sions and polarization of the society and to contribute to already steep rise
of islamophobia and xenophobia as well as to the discreditation of already
disputed Merkel’s migration policy.

The EU currently faces increase in extreme right-wing populism that
sympathizes with Russian media and to a large extent it has adopted Krem-
lin’s narrative, eventually some of these movements may directly collaborate
with Moscow. Several nationalistic right-wing parties and politicians gained
ground including National Front of Marine Le Pen who allegedly receives
funds directly from Moscow, British anti-EU politician Nigel Farage, Hunga-
rian party Jobbik (Pomerantsev, 2015) and Alternative for Germany. These
parties identify themselves with several Kremlin’s allegations: they doubt
in the effectiveness of the European integration, they criticize the commit-
ments stemming from NATO collective defence, they depict migrants as a se-
curity threat and regard them as terrorists, eventually, they openly support
friendly relations with Moscow and refuse sanctions against Russia. (Nicolini,
2017b) Disinformation and propaganda provoke two-fold implications. First
of all they influence public opinion, undermine people’s trust in the state
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and its ability to solve problems and they lead to the polarization of society.
Secondly, this manipulated public opinion may have impact also on the poli-
tical decision-making, which in democratic societies should reflect the opinion
of the majority.

Pro-Russian propaganda disseminating across Western states do no tar-
get exclusively the EU, but it is directed also against NATO with the USA
at the head!'!. Its goal is to point out to the so called crisis of the West and
meanwhile to create a positive image of Russia. Anti-American narrative
influence especially far left-wing parties that strictly refuse the US hegemony
and as it can be illustrated by the case of the German party Die Linke,
instead they are willing to support Moscow. (Pomerantsev, 2015)

While the propaganda spread on the domestic scene aims to achieve sup-
port for intended actions of the government, as it was illustrated by the case
of Syria and Ukraine, the propaganda proliferated abroad strives to achieve
quite the opposite — to undermine the trust of citizens in their own state, as
well as in the European and transatlantic institutions. The purpose of di-
sinformation spread by pro-Russian media across the continent is to weaken
the institutional framework of the security architecture in Europe and across
Atlantic, to provoke internal cleavages within the EU and NATO, deteriorate
cooperation among member states, and last but not least to make people di-
strustful. Its main premises are: alleged effort of the USA to rule over the
whole world, the support of terrorist groups from the part of Washington,
depiction of NATO as aggressor approaching Russian border with intention
to threaten the Russian national security, while American troops in East
European countries are depicted as occupants. The narrative depicts the EU
decision-making as a dictate of Brussels that makes the EU member states
devoid of their sovereignty. On the other hand, Russia itself is portrayed as
a victim that has to deal with aggressive Western states — members of the
EU and NATO — eventually as the only rational actor that has been misun-
derstood by the West. (Cizik, 2015)

The Russian propaganda against the EU and NATO has increased in its
magnitude and significance especially during 2014 and 2015 after the out-
break of migration crises and the annexation of Crimea. Since then, it can
be alleged that Kremlin leads an undeclared war against the West personi-
fied in the EU and NATO. This hybrid warfare reflects also in the increasing
number of propaganda-oriented facebook pages and raising activity of in-

1 Anti-American disinformation campaign was launched for instance in Spain, when the local RT broadcasted

an emission according to which the USA caused the outbreak of Ebola. This reminds the Soviet propaganda from
1980s’ when the USSR accused the USA from the outbreak of AIDS epidemy.
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ternet trolls with false identities on social networks. (Suplata, Ni¢, 2016)
A non-negligible role is played also by international news portals of RT and
Sputnik, the later established also in the Czech Republic and Poland.

2.4 Russian propaganda and the Slovak security environment

The issue of the Russian propaganda concerns directly also the Slovak
Republic which may be explained by the geopolitical context. Slovakia,
as a member state and external border of both the EU and NATO and
a state of the former Soviet bloc, falls to the sphere of interest of the Russian
information war. Historical nexus between Slovakia and Moscow is quite
firm and it reflects in the inconsistent public opinion, which is not so overtly
inclined in favour of the European or transatlantic integration, but instead
there are also strong pro-Russian oriented voices. This part of population is
the most vulnerable to the Russian propaganda or to opinions that reflect
the narrative proliferated by Russian servers. The spreading disinformation
contribute to the polarization of the society, they bolster anti-European ten-
dencies and weaken the trust of the Slovak people in the EU and NATO,
as well as in the core European values. Many people consider Russia to be
a more suitable alternative to the cooperation within the EU, eventually
they incline towards neutrality and refuse the so called dictate of Brussels
or Washington — popular terms among propagandists. The survey conduc-
ted by Globsec Policy Institute points out that contemporary support for
pro-Western orientation of Slovakia has dropped to 23%. Only 30% of re-
spondents view the membership in NATO in the positive light and as much
as 47% of respondents believe that neutrality would be more convenient for
Slovakia in comparison to its membership in NATO. The survey revealed
also a strong anti-Americanism within the Slovak society. It showed that as
much as 59% of respondents perceive the US role in Europe negatively and
60% think that the USA use NATO to gain control over small states such as
Slovakia. (Suplata, Ni¢, 2016)

Decline in trust in the European and transatlantic institutions and se-
arch for alternatives do not have to be result of Kremlin-directed propaganda,
but a significant role is played also by alternative media that have taken over
the opinions from Russian propagandistic pages and hence they contribute
to the spread of Russian narrative. There are several webpages'? in Slovakia,

2 In 2015 Slovak activist Juraj Smatana published a list of 42 Czech and Slovak webpages that spread
Russian propaganda. (Snidl, 2015, Lucas, Pomerantsev, 2016)

27



Horyzonty Bezpieczenstwa Nr 8 (3) 2017

and pages on social networks, that incline towards Russian interpretation
of events especially in relation to the EU and NATO membership, the con-
temporary situation in Ukraine or migration crisis (they claim for instance
that conflict in Ukraine or migration crisis were both caused by the USA).
(Snidl, 2016) Moreover, several of these subjects maintain connections with
pro-Russian non-governmental organizations (including Slovak-Russian Asso-
ciation, Institute of Slavic Strategic Studies) and they often simply take over
articles or arguments directly from Russian portals. (Lucas, Pomerantsev,
2016)

This narrative stemming from disinformation had not only found sup-
porters within the Slovak society, but what is even more alarming, it has
been adopted also by some political subjects such as Kotleba’s People’s
Party Our Slovakia, which has even assumed seats in the National Coun-
cil of the Slovak Republic after the last Parliamentary elections in March
2016. The agenda of Kotleba’s party is based on strong anti-Americanism
and rejection of Slovakia’s membership in the EU and NATO as can be
evidenced also by the party’s effort to gather signatures required to trigger
referendum on the Slovak membership in both structures. The seriousness
of the situation regarding the infiltration of anti-system forces in the state
institutions and the proliferation of alternative information was acknowled-
ged also by the Ministry of Interior in 2016, when it stated that the Slovak
Republic is exposed to operations launched through information channels
that under the influence of the Russian Federation spread misleading news
and manipulated facts. According to the statement: The issue of Russian
propaganda as a part of hybrid threats destabilizing state order and its politi-
cal system is one of the major challenges that face many EU states including
Slovakia. (Snidl, 2016)

The proliferation of fabricated facts, conspiracy theories and disinfor-
mation that are either directly spread or supported by Kremlin, eventually
they may be inspired by Russian propagandistic resources, provokes several
other threats that negatively influence stability of the Slovak security environ-
ment. These threats include especially the rise of radicalism and extremism
in form of distrust in the state and in the transnational institution that
Slovakia is a part of and the search for alternatives in form of anti-system
movements and parties. Young people represent one of the most vulnerable
groups hence Slovakia should fight against propaganda by enhancing the de-
velopment of critical thinking that would enable people to distinguish in the
massive influx of information those that are biased.
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Conclusion

The era of informatization represents unprecedented opportunity as it
enables to communicate a message on the global scale, yet at the same time
due to the vulnerability of information systems and massive influx of all kind
of information it may become a fatal weakness as well. Increasing informa-
tization has enabled states to use information operations to achieve political
ends. Primary actors of such operations are great powers, yet in terms of the
contemporary European and especially Slovak security environment the ma-
jor challenge is posed by information operations launched by Kremlin. Russia
leads a kind of undeclared war against the West by means of propaganda,
while important role is played by Kremlin-financed and supported media
as well as cyber attacks that enable to get access to information that may
be afterwards manipulated and released in misinterpreted form in order to
achieve strategic goals. The danger of information war stems also from the
fact that it does not recognize borders and it is launched on the global scale
as it can reach every place covered by communication infrastructure.

In the Slovak context, the implications of Russian information warfare
can be evidenced by increasing number of pro-Russian oriented websites and
media — usually conspiracy and alternative ones — which ultimately influence
public opinion and decrease state legitimacy and trust in the European and
transatlantic security structures in the eyes of citizens. Pro-Russian pro-
paganda exploits weak places and offers alternative facts and solutions that
please to a part of society frustrated by the inability of the state and transna-
tional institutions to deal with the contemporary problems such as migration,
corruption or terrorism. Information warfare represents a security risk, all
the more that it provokes side-effects in form of radicalization of particular
groups that search for alternative solutions that are often in violation with
the traditional state policy. Therefore, it is a multidimensional phenomenon
threatening stability of the security environment of the Slovak Republic and
other European states that struggle with the proliferation of alternative facts
in line with the Russian propaganda.
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Michal Kopuletyj!

The role of Military Robots in the Explosive
Threat Management

Abstract

Text introduces reader into problematics of application of robots into
broad spectrum of activities connected to minimizing risk of Explosive Threat.
First chapter briefly introduces reader into problematics. Second chapter
deals with general characteristics and roles of current military robotic sys-
tems. Third chapter is dedicated to relationship between Military Engineering
and Fxplosive Threat Management, followed by the last chapter that focuses
on current role of robotic systems in Explosive Threat Management and iden-
tifies and predicts their future roles and capabilities.

The main atm of the text is to provide a general overview of the use
of robotic systems within the Explosive Threat Management, identify their
current role and predict their future capabilities and possible development.

Key words: Robotic Systems, Autonomous Systems, Explosive Threat
Management, Ordnance Disposal

Introduction

Robotic automation is an inevitable process of human civilization deve-
lopment and modern armies already react to this reality. The military robots
are one of the most promising technology of future warfare and offer broad
spectrum of opportunities. Unique features of these systems make them very
suitable for conducting wide variety of tasks. What is more, current domestic
and foreign publications together underline the need of implementing of ro-
botic and automated systems into military. All these needs are connected
to force protection (especially minimization of human losses) and sustainment
of own troops in the military operations. Resistibility and force protection are

! npor. Ing. Michal Kopulety, 153. engineer battalion Olomouc
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extremely important in the sense of survivability and minimization of forces
and means losses. One way of reducing risk to human life is to implement
unmanned /robotic systems into military practise. Additionally, according
to military publications and analysis, robots can reduce workload and save
time.

But what is their role in Explosive Threat Management (ETM)? What
are their current capabilities? Can military robots really save human lives
when neutralizing explosive devices? What capabilities will have military
robots within ETM in the future?

1. General characteristics of the advanced robotic systems
used in military

Specific features of robotic/unmanned systems contribute to possible
replacement of soldiers by robots in military operations and can be very
usefully converted into military. These systems differ from classic manned
(organic) systems in many ways. Unmanned systems provide persistence,
versatility, survivability, and reduced risk to human life, and in many cases
are the preferred alternatives especially for missions that are characterized
as 3D - dull, dirty, or dangerous?.

e Dull missions are ideal for unmanned systems because they involve
long-duration undertakings with tasks that are ill suited for manned
systems. Good examples are reconnaissance missions; Robotic systems
can permit the realization of repetitive and fastidious tasks.

e Dirty missions have the potential to unnecessarily expose personnel
to hazardous conditions. A primary example is CBRN (chemical, biolo-
gical, radiological and nuclear) missions. Robotic systems can perform
these dirty missions with less risk exposure to the operators.

e Dangerous missions involve high risk. With advances in capabilities
in performance and automation, unmanned systems will reduce the risk
exposure to personnel by increasingly fulfilling capabilities that are inhe-
rently dangerous. Robotic systems can increase the survivability of the
troops in contact.

2 Unmanned Systems Integrated Roadmap 2013 - 2038. Washington, D.C.: Government Printing Office, 2007.
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According to US DoD (United States Department of Defence) publica-
tions, robotic and autonomous systems can contribute to:?

e Reducing the number of warfighters in harm’s way;
e Increasing decision speed in time-critical operations;
e Performing missions impossible for humans.

What is more, actual Robotic and Autonomous Systems (RAS) Strategy
declared main capabilities for these systems. They must increase situational
awareness, lighten the Soldiers’ physical and cognitive workloads, sustain the
force with increased distribution, throughput and efficiency, facilitate move-
ment and manoeuvre and protect the force?.

Robotic systems are capable of executing a number of repetitive,
mechanically-oriented and possibly automated tasks conducted routinely
by Soldiers thereby potentially freeing them for other missions. Robots have
proven very efficient and cost effective in tasks that are repetitive and dan-
gerous. They are well suited to perform tasks where Soldier lives are at great
risk and they can do much to mitigate that risk with little or no reduction to
the successful execution of the task®. The final goal of military use of robo-
tic systems is to increase military capability and security of forces and allow
soldiers to concentrate on specific tasks which can only be fulfilled by manpo-
wer®. Military robot is a mechanical device, which is autonomous or remotely
controlled. It can replace or strengthen the soldiers and its activity is related
to military operations. NATO countries currently use terminology, which
is widely acknowledged. In NATO countries, military robots are frequently
defined as unmanned systems. These systems are divided into:”

e UAS (Unmanned Aerial System);
e UGS (Unmanned Ground System;
e UMS (Unmanned Marine System).

Each unmanned system has its own specific characteristics and is suitable
for performing different tasks. For example, UAS have advantages in speed,
navigation, remote control response time, range and possible stealth techno-
logies application. They are suitable for penetrating, long-term and tactical

3 The US Army Robotic and Autonomous Systems Strategy. Fort Eustis: TRADOC, 2016.

* Ibid.

5 Robotics Strateqy White Paper. Department of the army, 2009.

6 Relevance and possible future role of robotic/unmanned systems for FINABEL land forces [online].
Brusel: European land forces interoperability center FINABEL, 2013 [cit. 2015-12-30]. Available from:
https://goo.gl/U6EnyL.

7 Unmanned Systems Integrated Roadmap 2013 — 2038. Washington, D.C.: Government Printing Office,
2007.
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tasks. UAS are predestined to fulfil tasks from air domain. This allows them
to move significantly faster than other systems. Flying at the height allows
them to observe battlefield from the bird’s eye view. On the other hand, their
operational deployment is largely influenced by weather conditions, which
seems to be a significant disadvantage. UGS are versatile, relatively fast
and capable of off-road travel. UGS use tires, tracks or legs to move on the
battlefield and its ground mobility is sometimes very limited because of rough
terrain. It negatively affects its payload capacity, operational range and navi-
gation. UMS have typically greatest endurance and payload capacity. UMS
conduct tasks like maritime security - ISR, port surveillance, SOF support,
electronic warfare etc.

Generally, unmanned systems have many advantages compared to man-
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* The US Army Robotic and Autonomous Systems Strategy.
Fort Eustis: TRADOC, 2016.

ned systems and that makes them very suitable for conducting 3D missions
within MUM-T (Manned Unmanned Teams) in order to support and expand
capabilities of manned systems — see Figure 1.

Application of robotic systems within MUM-T can lead to synergic
effect. A combination of individual benefits of organic and inorganic systems
creates opportunity to increase overall efficiency of own troops and allows
operations to be performed with less human effort and lowered risk of human
casualties. Robotic systems within MUM-T enable organic systems to extend
capabilities of their sensing and also interacting with the environment.
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2. Military engineering and Explosive Threat Management

Explosive Threat Management (ETM) is one of the most important
and complex task of Military engineering (MILENG) which interferes with
two main MILENG roles — mobility support and survivability of own troops.

In the case of mobility support and survivability, ETM is related to mi-
nimizing the risk of explosive ordnance, both manufactured and improvised,
to friendly forces (including civilians). It includes all actions from the pro-
vision of advice and engineer intelligence to deliberate actions to dispose
of specific explosive threats, such as disposal, search and EOD (Explosive
Ordnance Disposal), IEDD (Improvised Explosive Devices Disposal) and
C-IED (Counter Improvised Explosive Device) tasks. This task can also
be executed by different branch specialist. In fact, for some nations, the func-
tions to mitigate explosive threat can be assigned to non-engineers (logistics
or others). Nonetheless, this task is a MILENG responsibility as defined
in the Alliance®.

ETM is task dealing with Explosive Threats. Improvised Explosive
Devices (IEDs), Unexploded Explosive Ordnance (UXOs, including mines),
Abandoned Explosive Devices (AXOs) and CBRN Explosive Ordnance
(CBRN EO), including Toxic Industrial Materials (TIM) and Pe-
trol/Oil/Lubricants (POL) can be all considered as Explosive Threat. ETM
manages the three MILENG tasks involved in countering explosive threats:
Military Search, Explosive Ordnance Disposal and Support to Intelligence?.

e Military Search is executed by military engineers and/or EOD units
and is used to find explosive threats when executing Breaching and/or
Area/Route Clearance tasks;

e Explosive Ordnance Disposal (EOD) is the final detection, identifica-
tion, on site evaluation, render safe and final disposal of an Unexploded
Explosive Ordnance;

e Support to Intelligence builds understanding of all aspects concerning
the physical operational environment. Explosive Threats are a funda-
mental risk for the own troops in that physical operating environment.

All in all, it means that ETM involves broad spectrum activities that
are focused on minimizing the risk of explosive ordnance that can cause
human and material losses. According to military operations experience,
W&H.L Allied doctrine for Military Engineering. Brusel: NSA, 2016.

Tbid.
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we can assume that ETM tasks are time consuming, very dangerous and
dirty and conducted by high-skilled specialists who need special equipment.
In other words, ETM involves broad spectrum of dangerous, dirty and dull
(3D) activities.

3. The current role of Military Robots within ETM

In current security environment Explosive Threat is one of the biggest
issues. By 2013, 2550 U.S. service members had been killed by IED explosions
in Operations Iraqi Freedom and Enduring Freedom. This number, however,
is only a fraction of global IED casualties. According to the Joint Improvised
Threat Defeat Agency (JIDA), between August 2010 and August 2012 there
was an average of 600 IED incidents per month across the globe!®. And not
only IEDs but other types of Explosive Threats cause hundreds of human
losses around the globe every year. Insurgents, terrorist and other hostile
groups plan and realize attacks using explosives in order to injure or Kkill
as many humans as possible and not only on the battlefield, but also in the
heart of the world capitals.

After 2001 rapidly grew operational requirements for introducing remo-
tely controlled means designed for EOD (Explosive Ordnance Disposal) and
[EDD (Improvised Explosive Devices Disposal) activities in foreign military
operations. For example, in years 2004-2006 the number of engineer EOD
robots used in Afghanistan grew from 160 to more than 4000!!. Since that,
robots are being deployed by western armies very often in military opera-
tions. Estimated numbers of EOD/IEDD robots deployed by US are listed
in the Table 1. Approximately 8,000 systems of various types have seen action
in Operation Enduring Freedom and Operation Iraqi Freedom. As of Septem-
ber 2010, these deployed UGVs have been used in over 125,000 missions, inc-
luding suspected object identification and route clearance, as well as to locate
and defuse improvised explosive devices (IEDs). During these counter-IED
missions, Army, Navy, and USMC (United States Marine Corps) explosive
ordnance teams detected and defeated over 11,000 IEDs using UGVs'2.

10" Using Unmanned Systems to Counter the Improvised Exzplosive Device Threat [online]. [cit. 2017-05-02].
Available from: http://droneanalysis.blogspot.cz/2016/07 /using-unmanned-systems-to-counter.html

11 emphUnmanned Systems Integrated Roadmap 2013 - 2038. Washington, D.C.: Government Printing
Office, 2007.

12 Ibid.
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Table 1. Estimated numbers of EOD/IEDD robots in US military*

Name of EOD/IEDD Robotic System Numbers deployed (year)
PackBot family of systems 1372 (2007)
TALON family of systems
Mini-EOD 320+ (2011)
MARCbot 811 (IV; 2011)
(IV and IV-N) 496 (IV-N; 2011)
Bombot 1842+ (2007)
Dragon Runner 10 (2007)

* Unmanned Ground Systems Roadmap [online]. Robotic Systems Joint Project Office,
2011 [eit. 2017-05-02]. Awvailable from.:
http:/ /www. dtic.mil /ndia/2011/MCSC/Thompson_ UGSRoadmap.pdf

In these days, military robots are common equipment of modern ar-
mies worldwide. Vast numbers of EOD/IEDD robots are incorporated in or-
ganizational structures of NATO armies. These means are able to support
and enhance soldiers in wide variety of tasks including countering Explosive
Threats. Current robotic systems can provide two main benefits — attack pre-
vention and effects mitigation. Attack prevention means providing an early
warning by continuous and persistent reconnaissance, surveillance and intel-
ligence (ISR) activities. For example, group of insurgent preparing road-side
IED is detected by UAV performing its mission. A Threat is detected so frien-
dly forces can avoid human losses. Second benefit - effect mitigation is for
substitution of human crew by unmanned/robotic systems that can provide
stand-off capability. A common objective of the automation of land forces
at the tactical level is to guarantee a tool to detect, predict and neutralize
enemy threats maintaining a safe standoff for soldiers. The immediate effect
is a reduction of casualties and wounded soldiers!.

Currently, almost all military EOD teams or elements possess the same
basic tools and equipment to employ techniques and perform procedures
to defeat, render safe/neutralize, and dispose of hazardous explosive ord-
nance. These tools include, but are not limited to, portable x-ray equip-
ment, unmanned systems, specialized demolition charges, and specialized

13 emphRelevance and possible future role of robotic/unmanned systems for FINABEL land forces [on-

line]. Brusel: European land forces interoperability center FINABEL, 2013 [cit. 2015-12-30]. Available from:
https://goo.gl/UGEnyL.
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tools for removing fuses'*.

It means that robotic systems are standard equipment of EOD teams
identifying, defeating/neutralizing explosive ordnance. The main objective
of implementing these technologies is to provide stand-off capability which
enable locating, identifying and finally neutralizing Explosive Threat from
safe distance to avoid human losses. Unmanned systems are versatile, adapta-
ble and perform operations that would otherwise endanger the lives of service
members.

The majority of land forces have already small UGS EOD/IED ma-
nipulator vehicles. The capability platforms for the EO protective task in
the Army (Corps of Engineers/Army Logistic Services) consist of a remote-
controlled, ground-based platform for standoff-capable EO reconnaissance,
clearance and disposal, including the manipulation of objects.

Current military robots can fulfil variety of tasks connected to ETM —
see Table 2. In recent military operations, UAVs are very successfully used
to collect relevant information for battlespace, to provide an early warning
on Explosive Threat to friendly forces. UGVs are used for reconnaissance
of dangerous and inaccessible places (for example tunnels, houses), locating
and identifying Explosive Threat and its neutralization using special equip-
ment.

Table 2. Current capabilities of EOD/ITEDD UAVs and UGVs

Selected ETM Tasks UAV UGV
Persistent ISR missions X
Detecting and identifying Explosive Threat X X
Material handling X
Clearance and disposal of Explosive Threat X
Inaccessible areas reconnaissance X
Potential CBRN hazard detection X X

Current robotic systems used for ETM are electronic devices, that only
remotely-controlled with no autonomous capability. Key part of these sys-
tems is still a human. It means that these means are not intelligent and
cannot emulate human thinking. However, these systems are very effec-
tive and even necessary but relatively primitive tools to support specialist
during ETM missions. Unmanned Systems provide a capability for coun-

14 Joint Publication 3-42: Joint Ezplosive Ordnance Disposal [online]. 2016 [cit. 2017-05-02]. Available from:
http://www.dtic.mil/doctrine/new pubs/jp3 _42.pdf
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tering the Explosive Threat. Although not capable of (at least partially)
emulate human thinking, current military robots are persistent, versatile,
adaptable and perform operations that would otherwise endanger the lives
of service members.

4. The future roles and capabilities of Military Robots
within ETM

Although robotic automation is inevitable process of human develop-
ment, massive application of autonomous and intelligent robotic systems
for ETM missions is not real in a short-term according to existing research.
However, what is more important, their contribution will rise in near future.
As the future enables greater automation with respect to both navigation and
manipulation, unmanned systems will be able to perform advanced tasks like
sophisticated and complex EOD and IEDD support.

Future robotic technologies and unmanned ground systems (UGS) will
augment Soldiers and increase unit capabilities, situational awareness, mo-
bility, and speed of action. Artificial intelligence will enable the deployment
of autonomous and semi-autonomous systems with the ability to learn and
leverage decision aids to enable Soldiers to make rapid decisions using all
available information, while reducing the cognitive burden. Robotics will
enable the future force by making forces leaner and contributing to force
protection, making the force expeditionary and providing increased capabi-
lities to maintain overmatch!®.

ETM is almost always man power intensive, time-consuming, logistically
demanding and dangerous. Always will be insufficient number of specialist
on the battlefield but automated or autonomous military robots could solve
(at least partially) this problem in the future. These systems can replace
human (soldier) even in complex decision-making in the future. That can
cause that soldiers would concentrate on the task, which can be fulfilled only
by human power, so application of the advanced robotic systems would save
scarce resources.

We can assume, that future robotic systems will have much better
sensing and will be able of thinking (for example choosing optimal course
of action) similar to human. For example, realising an automation effect
of specific regularly repetitive work steps (e.g. approaching an object in easy

15 TRADOC Pamphlet 525-3-1: Win in a complex world 2020-2040 [online].  2014. Available from:
http://www.tradoc.army.mil/tpubs/pams/tp525-3-1.pdf
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terrain and in direct view, picking up tools carried), it should become possible
to relieve the specialist operating the system!S.

According to existing research, development of these systems is mainly focu-
sed on:

e Better sensing through advanced sensors;

e Better acting with sophisticated manipulators that enable wide varieties
of action;

e Advanced persistence in order to enable performing long-duration ETM
tasks;

e Autonomous or semi-autonomous behaviour enabling

automatic/autonomous locating, identifying and neutralizing Explosive
Threat.

A need for development also exists in the following areas:!”

e Remote-controllable and modifiable explosive charge with arming system
and ignition device for radio-triggered systems and adaption for various
explosive charges;

e 3D capture of the work area (outrigger range of manipulator arm)
and around the tools (higher resolution) to avoid collisions;

e Integration of sensors to detect explosives, ignition components (electro-
nic components) and jackets of explosive ordnance (geometry) and their
automatic use throughout the area and space, displaying any anomalies
detected;

e Uncover explosive ordnance or parts thereof buried in the ground,
and system compatibility of sensors and jammers.

US military currently develops Unmanned ground systems (UGS) to sup-
port EOD/TEDD operations — MTRS, MTRS Incr. II, AEODRS and CRS-I.
According to UIR, many other systems for managing Explosive Threat are
being developed — for example HMDS and new family of Area Detection/
Clearance systems. All of these systems should have certain level of autonomy
in the future.

16 Relevance and possible future role of robotic/unmanned systems for FINABEL land forces [online].
Brusel: European land forces interoperability center FINABEL, 2013 [cit. 2015-12-30]. Available from:
https://goo.gl/U6EnyL.

'7 Ibid.
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v B

Figure 2: EOD UGVs development in US military *

* Unmanned Systems Integrated Roadmap 2013 - 2038. Washington, D.C.:
Government Printing Office, 2007.

According to Robotics Strategy White Paper!'® we can await fully-
autonomous robots capable of detecting and removing Explosive Threat
in high-term horizon (> 5 years). Feasibility of robotics solutions relates
to the suite of sensors and delicate robotic manipulation of explosives during
removal.

We can also predict not only existence of advanced robotic systems, but
also multi-robotic systems (UAS, UGS and UMS together) able to coope-
rate in many ways (sharing information, advanced sensing etc.) with each
other. It will create cooperative robotic systems (or even swarms) which
will replace, augment, support and enhance soldiers when defeating Explo-
sive Threat. In the future, the military robots will play very important role
thanks to many objective reasons. As the Global War On Terrorism wages on,
insurgent groups and terrorism organizations will continue to modify their
tactics, techniques and procedures. An adaptive threat requires an adaptive

responselg.

18 Robotics Strategy White Paper. Department of the army, 2009.
19 Using Unmanned Systems to Counter the Improvised Explosive Device Threat [online]. [cit. 2017-05-02].
Available from: http://droneanalysis.blogspot.cz/2016 /07 /using-unmanned-systems-to-counter.html
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Conclusion

These systems confirmed that can improve situational awareness, situatio-
nal understanding, reduce manpower, increase performance of own forces,
minimize risks for civilians and reduce overall costs in the past operations.
Current robotic systems used for ETM are indispensable helpers and neces-
sary part of countering Explosive Threat. These remotely-controlled assi-
stants can provide attack mitigation and effects mitigation to own troops
(including civilians) thanks to their unique features.

Role of robotic systems will rapidly increase and expand in the future.
We can await implementation of multi-robotic, intelligent, autonomous
EOD/IEDD unmanned systems able to perform wide variety of task con-
nected to locating, identifying and neutralizing Explosive Threat in hostile
environment. They will perform these task autonomously, precisely and ac-
curately and specialist will only oversee their work. This could save scarce
resources, decrease costs, increase capabilities of EOD teams and finally save
human lives. All in all, future will belong to robotic systems and safe ma-
naging of Explosive Threat will not be able without them. This is the final
and fundamental reason that raises the need to study this issue further and
deeper.
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National defense education in the Slovak Republic

as an important feature of the nation’s readiness

for crisis situations?

Abstract

The today’s security environment in Europe took a dramatic turn.
Uncontrolled migration, the war in Fastern Ukraine and acts of terrorism
that are difficult to predict became the features of the contemporary security
environment. The main aim of this article is to evaluate the current state
of national defense education nad preparedness of the nation for crisis situ-
ations. Fvaluation is based on a comparison of national defense education
in Slovakia in periods before and after gaining independence. We also briefly
evaluate compulsory military service, voluntary military service, and other
malitary training practices in Slovakia as we consider them part of the edu-
cation of the nation in the sphere of the military. We found out that there
15 space for improvement regarding national defense education in the Slovak
Republic. Also, out-of-school activities and broader military participation mi-
ght be useful in the effort to maximize nation’s readiness for crisis situations.

Key words: National defense education, the Slovak Republic,
state of readiness, crisis situations
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Introduction

The contemporary security environment is much different from the one
that prevailed most of the period of the Cold War. The simple bipolar
confrontation between the United States of America and the North Atlantic
Treaty Organization on one side and the Union of Soviet Socialist Republics
and The Warsaw Pact on the other was gradually replaced by a complex
set of the relation between independent states and other entities enjoying
international sovereignty. Today’s security environment became less clear.
It is described by blurring of boundaries between war and peace, offense and
defense. There are no more standing armies on the front. Heavily populated
areas have become a war zone. Civilian casualties are on regular basis.

European security environment took a dramatic turn. From the end
of the Second World War, there was no significant armed conflict in Europe.
Nowadays we are witnesses of deep and profound security crisis. The war
in Ukraine has started 2014 and still, there is no final peaceful resolution.
The influx of migrants coming from the war-torn regions of the Middle East
and Northern Africa is one of the major security challenges for Europe.
Another important feature of such described security environment is ter-
rorism. Acts of terrorism are difficult to predict, difficult to locate and it is
almost impossible to prevent them. Terrorists usually attack soft targets,
especially civilians and thus trying to spread fear or achieve their goals.

All the threats posed by today’s security environment require much
higher readiness of the societies in European states to react to crisis situ-
ations. The Slovak Republic is not an exception. Threats seem to be less
immediate as in other European countries but as we mentioned it is very
difficult to predict them. The Slovak Republic must prepare and educate its
citizens how to act in crisis situations and take care of themselves in times
of need.

The main aim of this article is to evaluate the current state of national
defense education nad preparedness of the nation for crisis situations. Eva-
luation is based on a comparison of national defense education in Slovakia
in periods before and after gaining independence. We also briefly evaluate
compulsory military service, voluntary military service, and other military
training practices in Slovakia as we consider them part of the education
of the nation in the sphere of the military. In this research, we omit pro-
fessional armed forces and military education because it is meant to edu-
cate soldiers and does not directly affect today’s civil society and its readi-
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ness. After evaluating the system of national defense education we mention
the risks of the current state of such an education and try to propose a policy
that could enhance it.

1. Comparison of national defense education
in the Slovak Republic before and after gaining
independence

In the first part of this chapter, we will describe and evaluate a national
defense education® in Slovakia as it was from 1973 until 1991. After intro-
ducing old practice we will introduce and evaluate a new form of national
defense education and finish the chapter with a comparison of past and pre-
sent praxis.

Protection of the Czechoslovak Socialist Republic was according to a piece
of legislation from 1973 the responsibility of the whole society. National
defense education was understood as an inseparable part of the preparation
of citizens for protection o their country. This education was based on class
and international grounds. It should have enhanced the unity of armed forces
and society. The protection of socialism and state were supposed to become
one thing and the top priority of citizens as well (Predpis ¢. 73/1973).

The content of military training is on basis of Marxism-Leninism consi-
stently shape, deepen and consolidate the socialist patriotism, proletarian in-
ternationalism and awareness of citizens to defend the Czechoslovak Socialist
Republic and the necessary professional and technical knowledge, skills and
habits, physical fitness and mental resilience (Predpis ¢. 73/1973, § 3/1).

National defense education started already in primary schools and fur-
ther continued on high schools. There were also university subjects that
provided national defense education for future teachers what secured that
there would be enough professionals to teach young generations. National
defense education was also a part of other subjects and different forms of edu-
cation.

Citizens were not only prepared physically. National defense education
was rather complex and provided also psychological education and substan-
tive knowledge. There were different demands required from children, youth,
and adults. National defense education changed according to the develop-
ment of the society. There was also a requirement for scientific exploration
" 3 The National Defense Education in the Slovak Republic before the Velvet Revolution in 1989 was called

brannd vyjchova. Later it was called Ochrana cloveka a prirody (eng. Protection of man and nature). Current
name is Ochrana Zivota a zdravia (eng. Protection of life and health).
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of the military education for society. National defense education was divi-
ded into four sections. Moral-political section ensured the belief of individual
in favor of active engagement in countries defense. Professional-technical sec-
tion was designed in a way it taught individuals to be able to act adequately
in emergency situations. Physical education was aimed at providing physical
ability. Last section, psychological, was aimed at providing knowledge and
skills to react in crisis situations (Pavlik, 1980).

National defense education did not exist in first five of primary school
as an autonomous subject. It was part of the curriculum of other subjects,
namely: fundaments of civics and natural science, homeland study, physi-
cal education, and technical education (Ministerstvo skolstva, 1971). Later
on, in primary schools, it mainly dealt with non-military aspects of national
defense education. As we already mentioned it was strongly based on the ide-
ology of Marxism—Leninism, and one’s obligations to protect its country and
regime. In high schools, the content of national defense education was much
different. It was designed in a way it taught basic military skills necessary
to protect the country. As an example of what was taught, we may mention
shooting, the study of military weapons, throwing a grenade, and protection
against weapons of mass destruction (Soukup, 1985).

In school year 1991/1992 national defense education (branna vychova)
as an autonomous subject was ended. It was replaced by Protection of man
and nature which ceased to be autonomous subject. Education in the sphere
of civic defense became just part of other subjects and exercises.

The main aim of new defense education was to prepare pupils for the pro-
tection of health, society, nature, for the education of safe behavior on work-
place and in leisure time. Protection of man and nature is an inseparable
part of the curriculum of following subjects: fundaments of civics and na-
tural science, homeland study, physical education, natural science, technical
education, natural history, geography, physics, and chemistry. As there is
no program on universities for future defense education teachers, education
for teachers takes a form of took one-day professional courses. The cur-
riculum was thematically divided into five issues: resolution of emergency
situations — civil defense; medical training; movement and the stay in na-
ture and its protection; traffic education; and education for safe behavior.
The education starts in the first year of primary school (1-9) and continues
until the end middle schools (1-4). In each higher grade education becomes
more and more complex. In first four years of primary schools, pupils were
taught how to safely live in their local environment and how to react to local
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non-military threats. In last five years, the education became more profes-
sional and there was also education about military threats- mainly weapons
of mass destruction. In middle school, few more issues were added to the cur-
riculum: technical activities and sport; workplace safety; current problems
of humanity and their resolution (Modrak — Betus- Lacko, 2007).

The curriculum containing issues of national defense has undergone
its renaissance after September 11, 2001. Primary school teachers could at-
tend courses providing knowledge from population protection, international
humanitarian law, anti-radiation and chemical protection, civil defense, and
civil defense organization and management. Most of the practical skills were
taught at exercise which took place outside. Also, some of the military skills
were part of such a curriculum — throwing a grenade at the target, air gun
shooting. It was stressed that all the citizens have to take their part in civil
defense (Modrak, 2007).

The compulsory curriculum of Protection of man and nature has been
replaced by Protection of life and health. The basic difference between these
two cross-section topics is that the later omits the protection of nature and
traffic education which became the part of the curriculum of other sub-
jects. The main aim of civil defense education stays the same: pupils should
be able to cope with crisis situations which arose as a consequence industrial
and ecological catastrophes, traffic accidents, natural disasters, foreign power
actions, and terrorism (Ochrana Zivota a zdravia, 2017).

Formative and informative components of the curriculum present the activities
of students:

e moral, which form the basis of their patriotic and national feeling,

e professional, which allow them the acquisition of knowledge and skills
of self-protection and providing assistance to the others in the case
of a threat to health and life,

e psychological, which helps them in process of adaptation in case of dif-
ficult situations,

e physical, which s characterized by the formation of preconditions
to achieve higher physical fitness and overall body resistance to physical
and mental workload in intense life situations (Slezak, 2009, p.3).

Comparison of National defense education on one side and Protection
of man and nature and Protection of life and health on the other is very
difficult. to our knowledge, there has been no complex sociological research
of readiness of society to react in crisis situations in past and present allowing
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us to compare empirical data. Even though there is a space for comparison
based on well-known facts.

The great difference between pre-1991 education and one after is that
National defense education was a real subject not just a part of the curricu-
lum of other subjects combined with exercises. It allowed National defense
education to be much more complex and to deal with both military and
non-military threats. Also, skills and knowledge gained from the subject
were convincing. Another important fact is that future teacher could study
National defense education at universities what means they became experts
in this field. Today teachers gain knowledge only through educational cour-
ses.

Also, Melicher writes that education of Protection of man and nature
is educated in a way that is completely in contrast with aims and content
of its curriculum. The main flaw of such an education is it is understood just
as a formality and teachers are far from being sufficiently prepared to teach
such a curriculum (Melicher, 2006).

On the other hand, National defense education was highly politicized.
Ideological ballast formed a huge part of all education. In 2003 there was
an article in Slovak newspaper SME. It stated that the autonomous subject
teaching national defense education would still probably be interesting for
pupils. Ideology formed just one-fourth of education of this subject and
could be easily transformed or erased from the curriculum. Many schools
discussed the return of such a subject that would prepare the student for
crisis situations. Part of the curriculum of National defense education was
also sports shooting and topography. Headmaster of Evangelical High School
in Tisovec after practicing school evacuation said that come back of National
defense education wold be welcome. Another reason for the comeback of this
subject were terrorist attacks in New York 2001 which showed a need for
society to be prepared for crisis situations (Hordkova, 2003).

National defense becomes an interesting subject only in a time when
there is an immediate threat to society. Nevertheless, terrorist attacks still
haven’t convinced Slovak policymakers to incorporate an autonomous sub-
ject dealing with national security into the curriculum. The article also notes
that some of the teachers see that pupils are not prepared for crisis situations
sufficiently:.

In 2012 an interesting research on defense education was published.
Authors write that results of the research should not be generalized. Its value
is just orientational. Nevertheless, the results are of certain value because as
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we wrote there has been no complex research conducted regarding the topic
of this paper. The research was conducted in 18 primary schools on pu-
pils in ninth grade. The cross-section subject Protection of man and na-
ture in ninth grade was carried out through one exercise in fall (September
or October). Only 219 out of 456 pupils attended exercises what was proved
by a class register of particular classes. That means that more than half
of pupils didn’t attend either subjective or objective grounds. According
to the research, Protection of man and nature itself is an unpopular subject.
54% of respondents told they find curriculum of Protection of man and
nature unattractive (Bendikové - Kopecky 2011).

All this illustrates the real state of education of national defense
in Slovakia. We don’t want to suggest that nowadays the education of natio-
nal defense is non-existent or totally unsuitable. What we want to suggest
is that there is a rather broad space for improvements in such an education.

2. Short evaluation of out-of-school defense education

It is common knowledge that in states of the former Eastern Bloc were
mass armies manned by the means of compulsory military service. It provi-
ded military skills and military education for the most of the male population.
However, 2006 compulsory military service has been suspended and might be
applied only during the war of state of war. Conscription not only guaranteed
the higher state of readiness and military preparedness of nation but it also
provided a link between civilians and soldiers which many times shrinks after
the adoption of all volunteer force.

There are several reasons why compulsory military service in peacetime
was suspended. Since we don’t want to go into details we will just briefly
describe these reasons.

One of the reasons is the compulsory military service acceptance across
the society. In 1993 the research of public opinion took place. Only 19,4%
of respondents were in favor of all volunteer force. When people were asked
whether it is important to educate the society in the sphere of national
defense 88% of respondents said yes. When the question was asked whether
the professionalization of armed forces is a correct step 68,4% responded
positively. Shortened time of compulsory military service was also accepted
by most of the respondents (Ministerstvo obrany Slovenskej republiky, 1993).

Ten years later in 2003 2/3 of respondents were in favor of the full profes-
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sionalization of armed forces. Only 18,2% taught that keeping of compulsory
military service was a good idea. More than 65% of respondents had no inte-
rest in serving in professional armed forces (Ministerstvo obrany Slovenske;
republiky. 2004).

Public opinion clearly shows that Slovak society has moved from quite
broad acceptance of compulsory military service towards its suspension. It also
says that Slovaks mostly don’t want to serve in armed forces. They want to be
passive recipients of security.

Second reason why peacetime compulsory military service was finally
suspended is accession of Slovak republic into NATO and standards of an
army required by the alliance. Also, one part of the reason is the long
period of peace in Europe that has been ended challenged by new forms
of a threat at least from September 11. 2001.

Last of the major reasons to abolish peacetime conscription is finan-
cial. Since there has been no need for mass armed forces it is inefficient for
a state to keep compulsory military service. See for example articles written
by Friedman (1967); Garfinkel (1990); Poutvaara and Wagener (2007) that
prove our statement.

In the history of the Czechoslovak republic and the Czechoslovak Socialist
Republic, there were paramilitary organizations preparing Czechs and Slovaks
for national defense. These organizations attracted many citizens. In 1938
national guards together with Sokol paramilitary organization armed with
light weaponry supported the regular army in its tasks (Stejskal, 2014).

Nowadays the only program that is similar to past praxis of voluntary ac-
tivism in militias and paramilitary organizations is Voluntary military service
organized by Ministry of Defense of the Slovak Republic.

Only 129 persons were interested in completing first voluntary mili-
tary training that lasted for 12 weeks. As Minister of Defense told: One
of the aims of voluntary military preparation is to enhance patriotism and
national defense awareness of citizens because defense is not a concern of an
individual rather it concerns all of us. Among our priorities which we want
to push through in upcoming period is an enhancement of readiness of armed
forces reserves. The key element for the creation of armed forces reserves
maght be the voluntary military service. Volunteers might also be the great
source of manpower for security forces. In first 9 weeks of military training,
recruits get basic knowledge in tactics. They are also trained in orienta-
tion in nature, shooting, topography, and medical training. Other skills and
abilities one gets throughout the training are enhanced mental physical and
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psychological readiness and self-discipline. Last three weeks of training are
dedicated to professional training for four military proficiencies: gunner, en-
gineer, radio operator, and decontaminator (Dobrovolné vojenskéa priprava
neldka, 2016).

A public opinion poll showed that Voluntary military service is accep-
ted by the most of the society. More than 72% of respondents told that it
should continue also in the future. Alo 56,3% thought that each able-bodied
young person should complete voluntary military service. Nevertheless, when
young citizens were asked whether they want to serve only 18,3%, responded
positively while 76,8 negatively (Prieskum ukazal jasne, 2016).

Today’s situation with civic organizations dealing with national defense
is very chaotic. There are few organizations dealing with national defense,
sports activities, and official support of Armed Forces of the Slovak Repu-
blic and professional soldiers. to be specific: The Slovak Union of Reserve
Soldiers; Union of Soldiers of the Slovak Republic; Union of War Veterans
of the Slovak Republic; Club of General of the Slovak Republic*. On the other
hand, there is some organization dealing with issues of national defense that
are not supportive for Armed Forces of the Slovak Republic and have slightly
or even very different beliefs than official policy of the Slovak Republic.

According to Radovan Branik, an expert on extremism, there are more
extremist paramilitary organizations in Slovakia. One of the well-known is
called Slovak Recruits®. One of the leaders of these organization used to fight
for separatists in Ukraine. Nowadays Slovak Recruits tend to deradicalise.
The organization got rid of the most extreme members. According to Bra-
nik one of the most radical organizations is Resistance Kysuce®. Members
are trying to infiltrate into police and armed forces. The group is still rather
small. Another one is Association of Slovak soldiers”. The core of the group is
mainly formed by professional soldiers in reserves. They were trained by state
and state still pays them military retirement pensions. Association has politi-
cal goals and part of these goals represent political extremism. Organization
forms and opposition against the North Atlantic Treaty Organization and
the European Union and inclines towards Russian interests. The chairman
of Association of Slovak soldiers Jozef Zarnovican said that democracy was
a dead ideology. He even threatened with coup de that if his ideas will not
be materialized (Marcisiak, 2017).

4 Original names in Slovak language respectively: Slovensky zviz vojakov v zdlohe, Zviz vojakov Slovenskej
republiky, Unia vojnovijch veterdnov Slovenskej Republiky, Klub Generdlov Slevenskej republiky.

5 Original name in Slovak language: Slovensky branci.

5 Original name in Slovak language: Vzdor Kysuce.

” Original name in Slovak language: Asocidcia slovenskgch vojakov (ASV).
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Conclusion

State of readiness for crisis situations of the Slovak nation is not totally
insufficient. School education provides basic knowledge in this area. Howe-
ver, there is a rather broad space for enhancement in the area of national
defense education in primary and middle schools. In our opinion, National
defense education courses and programs should be reintroduced on universi-
ties to train a future teacher. In the meantime, there are still teachers who
finished such courses during the time of socialism. They might be reeduca-
ted during short courses and continue to teach National defense education as
an autonomous subject. Also, it should be supervised whether the education
of subject National defense education is carried out properly together with
mandatory exercises.

Regarding further possibilities to prepare society for crisis situations,
the praxis of Voluntary military service should be continued. Also, the similar
praxis of creating active reserves might be a solution. It is important thought
to change legislation in a way it would not be a barrier for civilians to join
reserves. They should be allowed to miss some time at the workplace in order
to train. Voluntary military service should also try to attract people because
of their patriotism and voluntarism, they should not be motivated just finan-
cially.

New legislation seems to be necessary also in the field of civic asso-
ciations. It is highly undesirable to have uncontrolled paramilitary organi-
zations with ideas against the interest of the state of origin. It might be
very beneficial to create citizen based militias, which would cooperate with
police and armed forces, organized on the level of lower administrative units
as suggested by Pernica (2007).

Nevertheless, current security environment suggests that new military
and non-military threats like for example terrorism will put a strain on civil
society. There will be a high need for readiness of whole nation to keep
the country safe from irregular threats and immune of foreign propaganda.
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Bartosz Maziarz?

Polish military missions in the public perception

Abstract

Poland since the beginning of the twenty-first century, and was invo-
lved in several military operations of great significance in the political and
malitary for the whole world. The fight against global terrorism in Afgha-
nistan, the implementation of the provisions allied to the US and military
mvolvement in Iraq, the obligation to NATO allied partners from the Baltic
countries are just a few of the examples of Polish military involvement on the
map of global risks. How to take part in military interventions, military ope-
rations and fulfill its alliance commitments approached Polish society?
This article is an attempt to approzimate public sentiment towards Polish
malitary engagement in the world after 2001.

Key words: polish mailitary mission, public opinion, Afghanistan,
Iraq, CBOS, TNS OBOP

Polskie misje wojskowe w odbiorze spolecznym po 2001 r.

Opinie polskiego spoteczenstwa na temat udziatu naszych zotnierzy w mi-
sjach wojskowych rozpoczetych po 2001 r., byly od samego poczatku nega-
tywne. Tuz po zamachach z 11 wrzesnia 2001 r., Polacy w wiekszosci popierali
interwencje Stanow Zjednoczonych w Afganistanie. W badaniu TNS OBOP
z pazdziernika 2001 r., az 69% ankietowanych Polakéw uwazalto za stuszng
interwencje USA w Afganistanie. W podobnym badaniu przeprowadzonym
przez CBOS - odsetek gtosow popierajacych dziatania Stanow Zjednoczonych
w Afganistanie wynosit 61%2. Jednakze na pytanie dotyczace ewentualnego
udzialu polskich zolierzy w operacji afganskiej, odpowiedzi polskiego spote-

! Dr Bartosz Maziarz, Pracownia Polityki Bezpieczenstwa, Instytut Politologii Uniwersytetu

Opolskiego ul. Katowicka 89, 45-061 Opole, e-mail: bartosz.maziarzQuni.opole.pl
2 TNS OBOP, Polacy o akcji zbrojnej w Afganistanie i terroryzmie, Warszawa, listopad 2001; CBOS, Poparcie
dla akcji w Afganistanie, Warszawa 2001.
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czenistwa byly podzielone. 45% respondentow opowiadalo sie za poparciem
udzialu w wojnie afgariskiej, przeciw byto 44% badanych®. Taka tendencja
utrzymywata sie do przetomu lat 2002-2003, kiedy tempa nabieraty miedzy-
narodowe negocjacje dotyczace udziatu w planowanej wojnie irackiej. Dyna-
micznie rozwijajaca sie sytuacja w Zatoce Perskiej, popieranie polityki USA
przez polskie wtadze spowodowaly, ze opinia publiczna zaostrzyta swoje sady
odnognie trwajacej juz misji afganskiej, jak réwniez planowanego udziatu
w wojnie w Iraku.

Ciekawym jest fakt, ze opinie sprzeciwiajace si¢ udziatowi polskich zot-
nierzy w misjach w Iraku i Afganistanie, byly odwrotnie proporcjonalne
do zapatrywania sie obywateli na czynny udzial Polski w polityce miedzy-
narodowej. Wedlug TNS OBOP w czerwcu 2003 r. 64% ankietowanych
wskazywalo, ze Polska powinna angazowaé sie w polityke miedzynarodowa?.
W tym samym okresie, w badaniu CBOS, 55% badanych sprzeciwialo sie
udzialowi Polski w operacji w Iraku®. W grudniu 2007 r., nieco ponad po-
lowa Polakow opowiadata sie za zwiekszonym zaangazowaniem naszego kraju
w $wiatowa polityke®. W badaniu z pazdziernika 2007 r., przeprowadzonym
przez CBOS, sprzeciw wobec polskiej obecnosci wojskowej w Iraku wyrazato
az 81% ankietowanych. W konteksécie misji afganskiej - 77% badanych nie
popierato udziatu Polski w wojnie w Afganistanie’. Interesujacym jest fakt,
ze w przypadku tego badania, nie uwidaczniaja sie réznice w pogladach po-
litycznych respondentow. Wiekszosé badanych nie aprobowata wojskowych
dziatan Polakow w tych panstwach, niezaleznie od prezentowanych sympatii
politycznych, wyksztalcenia, pochodzenia oraz statusu majatkowego®.

Malejace poparcie dla polskiej obecno$ci wojskowej w Afganista-
nie (w grudniu 2007 r., tylko 14% ankietowanych popierato udzial polskich
zolnierzy w operacji NATO w Afganistanie, wobec az 83% badanych beda-
cych przeciw temu udziatowi - spowodowane byto wydarzeniami zwigzanymi
z ostrzatem afganskiej wioski przez polskich zotnierzy, podczas ktorego zgineli
cywile), w polaczeniu z wysoka dezaprobata dla polskiej obecnosci w Iraku

3 Dane z grudnia 2001 r. Zob. CBOS, Opinia publiczna o udziale polskich zotnierzy w misjach poza granicami
kraju oraz ostatnich wydarzeniach w Iraku, Warszawa, luty 2007.

4 TNS OBOP, Po zapowiedzi wycofania wojska z Iraku, Warszawa, grudzien 2007, s. 4.

5 CBOS, Opinia publiczna o udziale polskich zotnierzy w misjach poza granwicami kraju oraz ostatnich wyda-
rzeniach w Iraku. .. .

6 51% ankietowanych wskazywato, ze Polska powinna angazowaé si¢ w polityke miedzynarodows. Zob. TNS
OBOP, Po zapowiedzi wycofania wojska z Iraku. . ..

7 CBOS, Stosunek do obecnosci zotnierzy polskich w Iraku i Afganistanie, Warszawa, pazdziernik 2007, s. 2-3.

8 Odnosnie opinii dotyczacej zaangazowania militarnego w Iraku, przeciw bylo 76% wyborcow PO, 79%
wyborcow PiS; 80% PSL i az 87% elektoratu SLD. W kwestii dotyczacej Afganistanu, swoj sprzeciw wyrazato
69% wyborcow PO, 74% elektoratu PiS, 76% wyborcow PSL i 88% glosujacych na SLD. Zob. CBOS, Stosunek
do obecnosci Zotnierzy polskich w Iraku i Afganistanie, Warszawa, pazdziernik 2007, s. 4.
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w latach 2003-2008 spowodowalo, zePolacy byli jednym z najbardziej pa-
cyfistycznie nastawionych spoleczenstw na $wiecie?. Sprzeciw wobec misji
NATO w Afganistanie byl w Europie nizszy niz w Polsce. W lipcu 2009 r.,
59% ankietowanych Polakow, uwazalo, zeAfgariczycy chcieliby, aby wojska
NATO opuscily ich kraj. W Niemczech, odsetek takich glosow wynosit 55%,
w Wielkiej Brytanii - 47%, we Francji - 46%, a w Stanach Zjednoczonych
tylko 39%. Na pytanie dotyczace natychmiastowego zakoriczenia misji ISAF
w lipcu 2009 r., za opowiedzialo sie 65% naszych rodakow, 52% obywateli
Niemiec, 47% Brytyjczykow, 38% Francuzoéw i tylko 30% Amerykanow!.
We wrzesniu 2009 r. polski udzial w operacji afganskiej popieralo 20%
ankietowanych a 76% respondentéw bylo przeciwnych!'. Podobne wyniki
sondazy, zanotowano w listopadzie 2010 r., kiedy poparcie dla misji ISAF
i udzialu w niej Polakow spadto do 17%, przy jednoczesnym sprzeciwie 79%
rodakow!?. W badaniach przeprowadzonych w listopadzie 2011 r., przez Fun-
dacje na Rzecz Studiow Europejskich wespot z TNS OBOP, przeciw obecnosci
polskich zolnierzy w Afganistanie bylo 69% badanych, ,za” opowiedzialo sie
17%".

Sprzeciw wobec udziatu Wojska Polskiego w misji w Afganistanie od
2003 1., oscylowal na poziomie ok 70%. Taka tendencja widoczna byta przez
caly okres wypetniania mandatu ISAF przez polskich zotierzy. Nalezy pod-
kresli¢, zezarowno misja iracka, jak i afganska polskiego wojska, nieczesto
byta obiektem zainteresowania osrodkéw zajmujacych sie badaniem opinii
publicznej, medioéw, jak réwniez samego spoteczenstwa. Polacy pomimo wy-
raznego sprzeciwu wobec obu wojen toczonych po 2001 r., nie przejawiali
glebszej refleksji na ich temat. Wykazana wyzej sprzecznos¢ w opiniach na-
szych rodakéw dotyczacych zaangazowania Polski w polityke swiatowa przy
jednoczesnym sprzeciwie wobec obecno$ci wojskowej w Afganistanie i Iraku,
dobitnie $wiadczy o fakcie, zepercepcja srodowiska miedzynarodowego przez
polskie spoteczenstwo nie jest najlepsza. Glownymi powodami wyrazania
sprzeciwu przez Polakéw wobec misji polskich zotnierzy w Iraku i Afgani-
stanie, byty nieche¢ do ponoszonych ofiar przez polska armie, brak wiary
w skuteczno$é i sensowno$é obu misji, koszty zwigzane z wyekspediowaniem

9 CBOS, Stosunek do obecnosci polskich zotnierzy w Afganistanie i ostatnich wydarzer zwigzanych z tq ope-
racjqg, Warszawa, grudzien 2007, s. 1.

10 CBOS, Swiatowa opinia publiczna o polityce Stanéw Zjednoczonych i operacji NATO w Afganistanie, War-
szawa, lipiec 2009, s. 10-11.

11 CBOS, Opinia publiczna wobec misji NATO w Afganistanie, Warszawa, wrzesienn 2009, s. 1.
CBOS, Udziat Polski w operacji NATO w Afganistanie i jego konsekwencje, Warszawa, listopad 2011, s. 1.
Sg, OBOP: tylko 17 proc. Polakéw popiera misje w Afganistanie, Portal internetowy Polskiego Radia, 7ro-
dto: http://www.polskieradio.pl/5/3/Artykul /477987, OBOP-tylko-17proc-Polakow-popiera-misje-w-Afganistanie
(10.03.2017).

12
13
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zolnierzy oraz doniesienia o zwiekszaniu liczebnosci polskich kontyngentow
wojskowych.

Powody te przypominaja sprzeciw amerykarnskiego spoteczenstwa wo-
bec wojny wietnamskiej na przetomie lat 60. i 70. XX wieku - na co
wskazuje Klaus Bachmann'. W przeciwienistwie do Stanéw Zjednoczonych
czasoOw wojny w Wietnamie i Europy w 1968 r., w Polsce nie spotykalismy
sie z wielotysiecznymi manifestacjami antywojennymi czy innymi przejawami
jawnie wyrazanego sprzeciwu Polakéw wobec wojen w Afganistanie i Iraku.
Powodem takiego stanu rzeczy niewatpliwe jest fakt, zezaréwno Irak, jak
i Afganistan sg odleglymi krajami i wydarzenia majace w nich miejsce -
pozornie - nie dotycza bezposrednio mieszkancow Polski. Potwierdzeniem tej
tezy sa badania dotyczace poczucia zagrozenia zamachami terrorystycznymi,
przeprowadzone przez CBOS w maju 2011 r. (po zabiciu Osamy bin Ladena
przez amerykanskich komandosow w Pakistanie), oraz w czerwcu 2013 .
(po zamachu bombowym w Bostonie). Wyniki obu badai jasno wskazuja,
ze Polacy nie odczuwaja zagrozenia terroryzmem. W maju 2011 r. 69%
ankietowanych odpowiedziato, ze ryzyko zamachu terrorystycznego w Polsce
nie zwiekszyto sie po $mierci przywodcy Al-Kaidy. Zas 63% badanych na py-
tanie o obawy zwigzane z atakiem terrorystycznym w Polsce odpowiedzialo,
ze takiego ataku sie nie obawia. Swoje obawy wyrazito 35% ankietowanych,
sposrod ktorych, tylko 7% wskazalo, ze obawia sie bardzo takiego atakul®.
W 2013 r. réznice w percepcji zagrozenia terroryzmem w Polsce uleglty zwiek-
szeniu, poniewaz na pytanie o obawy wystapienia aktéow terroryzmu w Pol-
sce, twierdzaco odpowiedzialo 26% badanych, z czego tylko 5% obawialto
sie atakow w znaczacy sposob. Brak obaw wskazalo 72% uczestniczacych
w badaniu'®.

Kolejnymi badaniami opinii publicznej, potwierdzajacymi brak zainte-
resowania oraz odczuwania zagrozenia ze strony np. Afganistanu, s raporty
CBOS dotyczace poczucia zagrozenia bezpieczeristwa Polakéw w kontekscie
wydarzen na Krymie i polityki Rosji. W badaniu przeprowadzonym w kwiet-
niu 2014 r. az 47% ankietowanych wskazalo, zeodczuwa zagrozenie dla nie-
podlegltosci Polski. Brak zagrozenia wskazalo 41% badanych. Co trzeci Polak
uwazal, ze potencjalne zagrozenie dla Polski ma charakter militarny. Jako
kraj, ktory stanowi najwieksze zagrozenie dla naszego panstwa, Polacy wska-
zuja Rosje - 80% odpowiedzi. Kraje arabskie/islamskie/muzutmanskie, bez
wyszczegoOlniania, o jakie kraje konkretnie chodzi, stanowigce zagrozenie dla
4 K. Bachmann, Chwiejne procenty, Polska Zbrojna nr 1/2012, s. 28-29.

15 CBOS, Poczucie zagrozenia terroryzmem po $mierci Osamy bin Ladena, Warszawa, maj 2011.
16 CBOS, Zagrozienie terroryzmem, Warszawa, czerwiec 2013.

64



Horyzonty Bezpieczenstwa Nr 8 (3) 2017

Polski i jej mieszkanicow, wskazal tylko 1% badanych. w 2014 r. wickszy
odsetek Polakow obawial si¢ zagrozenia ze strony USA (2% wskazan), niz
ze strony krajow muzulmariskich czy Korei Polnocnej (obie odpowiedzi uzy-
skaly 1% glosow). Swiadczy to o braku zainteresowania Polakéw odlegtymi
konfliktami, pomimo przeszto 10-letniego udzialu w wojnach w Afganistanie
i Iraku'”. W pazdzierniku 2014 r. obawy Polakéw dotyczace zagrozenia mi-
litarnego wzrosty o 12%. 42% badanych uwazalo, ze realne jest wkroczenie
obcych wojsk na terytorium Rzeczypospolitej. Ogoélne poczucie zagrozenia
wsrod Polakow, zwiazane z wydarzeniami majacymi miejsce na Ukrainie,
wzrosto do 67%"8.

W odniesieniu do pozostatych misji wojskowych w ktoérych udziat brali
polscy zolnierze po 2001 r., poza misja w Czadzie, brakuje badan opinii
publicznej dotyczacych misji w Mali, na Morzu Srédziemnym, jak réwniez
misji Baltic Air Policing. Jedynym badaniem, przeprowadzonym w 2008 r.
dotyczacym innej misji wojskowej poza Afganistanem i Irakiem, byto pytanie
o poparcie udzialu polskich zolnierzy w misji UE w Czadzie. Poparcie wy-
razito wowczas 30% badanych, wobec 60% bedacych przeciwnymi udziatowi
Polakéw w tej misjit?.

Koszula blizsza ciatu, niz sukmana - to stare polskie przystowie najlepie;
oddaje stosunek Polakow do zagranicznych misji polskiego wojska. Polskie
spoleczenstwo nie wykazuje wiekszego zainteresowania sferg polityczna pro-
blematyki miedzynarodowej, nie wspominajac juz o miedzynarodowym bez-
pieczenstwie, jako elemencie sktadowym polityki zagranicznej. Zdecydowanie
wiecej uwagi, Polacy przyktadaja do zagadnien gospodarczych, spotecznych
czy polityki krajowej, niz do wojen w odlegtych zakatkach swiata. Sytuacja
ta ulegta zmianie wraz z aneksja Krymu przez Rosje oraz wojna domows
trwajaca na Ukrainie. Gléownym powodem zainteresowania Polakow kwe-
stiami bezpieczenstwa i wzrostu poczucia zagrozenia w 2014 r. byt aspekt
geopolityczny - Rosja i Ukraina sa najblizszymi sasiadami naszego kraju.

Widoczne wieloletnie wyrazanie sprzeciwu wobec dwoch najwiekszych
misji polskiej armii: afganskiej i irackiej, spowodowane byto w wickszosci
brakiem zainteresowania miedzynarodows polityka oraz niewiedza Polakow,
niz faktycznym zainteresowaniem omawiana tematyka. Percepcja polskiego
spoteczenstwa nt. misji wojskowych byta i jest niewielka. Polacy w tej mate-
rii operuja gtownie stereotypami oraz powielanymi przez media, czestokroé

17 CBOS, Polacy o bezpieczeristwie narodowym i NATO, Warszawa, kwiecien 2014, s. 1-4.

8 CBOS, Zainteresowanie sytuacjg na Ukrainie i poczucie zagrozenia w paZdzierniku, Warszawa, pazdzier-
nik 2014, s. 3-7.

19 CBOS, O udziale polskich zotnierzy w operacjach militarnych za granicg, tarczy antyrakietowej i zagrozeniu
terroryzmem, Warszawa, luty 2008, s. 11.
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btednymi, informacjami i ocenami. Powodem niewiedzy Polakoéw, nt. udziatu
polskich zotnierzy w misjach poza granicami kraju jest brak odpowiednio pro-
wadzonej polityki informacyjnej Ministerstwa Obrony Narodowej oraz spe-
cyfika polskich mediéw. Priorytetem Ministerstwa Obrony Narodowej byto
wykonywanie zadan i wywigzywanie sie z sojuszniczych zobowigzan w Afga-
nistanie 1 Iraku, przez co dziatania PR dotyczace polskich kontyngentow
wojskowych byty niewystarczajace i zle prowadzone. Media zas informowaty
spoleczenistwo o wojskowej misji zagranicznej zazwyczaj przy okazji ataku na
polskich zotnierzy, $mierci polskich zotnierzy czy tez w zwiazku z nieprawidto-
wosciami zwigzanymi z dziatalnoscig polskich zotierzy poza granicami kraju
(braki sprzetowe w wyposazeniu, kwestie dotyczace wynagrodzen zolnierzy,
wysokosci polis ubezpieczeniowych wykupionych przez MON dla zZolnierzy
stuzacych poza granicami kraju w rejonach konfliktu, etc.). Te czynniki
w polaczeniu z nieregularnymi badaniami opinii publicznej (badania zazwy-
czaj organizowane byly przy okazji jakiegos wydarzenia zwigzanego z wojna
w Iraku lub Afganistanie, np. zamach w ktérym zostali ranni lub zgineli pol-
scy zolnierze), doprowadzity do takiego a nie innego postrzegania polskiego
zaangazowania w misje wojskowe.
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Tomds Novotnij!

Contemporary Terrorism Manifestations
(Simple Causal Model Analysis)

Abstract

This article briefly describes and puts together conclusions of the Copen-
hagen Peace Research Institute’ key publications, which were released within
the transformation of the Security Studies at the turn of the millennium,
with conclusions of the UN Human Security Concept that was successfully
institutionalized in 2012. Afterwards, the Copenhagen School methodology
was applied on the UN Human Security Concept to identify a set of human
security challenges and threats, which have been - after analysis of their
causal relationship - supplemented by a causal classification. Most security
threats create a causal link with one or more other security threats. This
fact implies that there is a possibility to create a causal model (mental, gra-
phic, etc.) of any security threat to simulate or to predict the consequences
and successfulness / efectivity of a suggested security solution (securitiza-
ting or de-securitizating). As a practical subject of a security threat causal
analysis was used the model of processes on the way from a state failure
to a terrorism manifestation adapted to contemporaty situation in the Euro-
pean Union.

Key words: security, human security, security threats, security
sectors, securitization, causal analysis, causal model
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Introduction

The state policy [has| to protect life, liberty, and property from acts
of terrorism, [has| to condemn terrorism as inimical and dangerous to the
national security of the country and to the welfare of the people, and [has]
to make terrorism a crime against the people, against humanity, and against

the law of nations>.

1. The Copenhagen School theory

By the collapse of the Soviet Union in the early 1990’s, the mostly
bi-polar system of international relations dramatically changed to the uni-
polar one with the U.S. as the only global power. That substantial change
initiated both the expansion and the transformation in area of the Security
Studies. The new, complex perception of security has enlarged the traditional
framework of hard (military — political) security, and embodied new econo-
mic, societal and environmental sectors of the soft (non-military) security.

One of the think tanks participating in this transformation of Secu-
rity Studies was the Copenhagen Peace Research Institute (COPRI), where
the so-called Copenhagen School had been established. Members of that
think-tank — Barry Buzan, Ole Waever and Jaap de Wilde — elaborated a new
theoretical concept of security in their writing Security: A New Framework
for Analysis, edited in 1998. The writing examined in details all security
sectors inclusive of those newly identified, and rejected the traditionalists’
case for restricting security to one sectors.

The second significant benefit of the Copenhagen School Project was
the expansion of the term security by implementing the new notion securi-
tization*. The distinctiveness of the securitization approach rests in broader
perception of security. While traditionally, the term security is contemplated
in light of its status, securitization is considered a process — a more extreme

version of politicization®.

In theory, any public issue can be located on the spectrum ranging from
non-politicized (meaning the state does not deal with it, and it is not in any
other way made an issue of public debate and decision), through politicized

2 HUMAN SECURITY ACT OF 2007 (RA 9372) - a Philippine law, Manila, 19. 02. 2007,
http://jlp-law.com/blog/ra-9327-human-security-act-of-2007-full-text/

3 BARRY BUZAN, OLE WAEVER, JAAP de WILDE, Security, vii

* OLE WAEVER, Securitization and Desecuritization, in Lipschutz, R. D. (ed.) On Security (Colombia
University Press, 1995)

5 BARRY BUZAN, OLE WAEVER, JAAP de WILDE, Security, 23
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(meaning the issue is part of public policy, requiring governmental deci-
sion and resource allocation) to securitized (meaning the issue is presented
as an existential threat, requiring emergency measures and justifying actions
outside the normal bounds of political procedures)®.

The significance of this approach consists in the possibility ,to evaluate
whether one finds it good or bad to securitize a certain issue ... and ...
to ask whether it is a good idea to make this issue a security issue meaning
to transfer it to the agenda of panic politics, or whether it is better handled
within normal politics™.

Securitization is essentially an intersubjective process. The sense of threat,
vulnerability, and (in)security are socially constructed rather than objectively
present or absent ...Paranoia (the securitization of nonexistent threats) and

complacency (the non-securitization of apparent threats) are both possible®.
Partial implication I.

Understandig this Copenhagen School’s academic approach of the 1990’s
through the eyes and practical experience of European citizens of the 2010’s,
it is possible to identify many analogies between Buzan’s theory and the
Europe’s (un)practical solutions of the rampant migration wave and espe-
cially one of its direct consequences — a series of terrorist attacks in Western
Furope.

2. The Human Security Story

Since the fall of the Iron Curtain, in parallel with the transforma-
tion of Security Studies, the idea of Human Security has gradually grown
under the UN umbrella, even if the notion of human security has been
latently used since the creation of the United Nations in 1945. The be-
ginning of a serious research and development of human security is there-
fore dated in the early 1990’s, when the United Nations Development Pro-
gramme (UNDP) released its 1994 Human Development Report whose one
whole chapter (out of five) was dedicated to and focused on the analysis
of human security as a new security paradigm.

Moreover, the UN Human Security Concept, unlike security concepts
of modern states (which are basicly focused on defending borders from exter-

6 TIbid., 23 - 24
7 BARRY BUZAN, OLE WAEVER, JAAP de WILDE, 34
8 BARRY BUZAN, OLE WAEVER, JAAP de WILDE, 34 Ibid., 57
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nal military threats) is concerned with the security of individuals. The founders
of the United Nations had always given equal importance to people’s security
and to territorial security.

The battle of peace has to be fought on two fronts. The first is the
security front where victory spells freedom from fear. The second
is the economic and social front where victory means freedom from
want. Only victory on both fronts can assure the world of an enduring

peace”.

In the area of particular threats to human security, the Human Deve-
lopment Report 1994 provided a detailed layout of following seven new se-
curity categories (sectors) - economic security, food security, health security,
environmental security, personal security, community security and political
security; however, without any closer analysis of a particular threat. In retro-
spect, a very visionary part of the report was dedicated to the identification
of following six emerging threats to human security for the 215 century that
will arise more from the actions of millions of people than from aggression

by a few nations':

— Unchecked population growth;

— Disparities in economic opportunities;
— FExcessive international migration;

— Environmental degradation;

— Drug production and trafficking;

— International terrorism.

In January 2001, then UN Secretary General (UN SG), Kofi Annan,
established the Commission on Human Security (CHS) in response to the UN
SG’s call at the 2000 Millennium Summit for a world ,,free of want” and
Jree of fear”!. In 2003, CHS presented to Kofi Annan the Final Report
Human Security Now, which clarified and further developed the vague defi-
nition of the human security paradigm specified in the Human Development
Report 1994 as follows: Human security means protecting fundamental fre-
edoms — freedoms that are the essence of life. It means protecting people from
critical (severe) and pervasive (widespread) threats and situations. It means
creating political, social, environmental, economic, military and cultural sys-
tems that together give people the building blocks of survival, livelihood and

9 STETTINIUS, E. R. Jr., The US Secretary of State report to the US government on the results of the San
Francisco Conference, June 1945, in Human Development Report 1994, 3

10 UNITED NATIONS DEVELOPMENT PROGRAMME, 1994 Human Development Report, 34

' From: Commission on Human Security web site, http://www.humansecurity-chs.org/
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dignity!2.

The next important step on the way to a broader utilization and in-
stitutionalization of the new security paradigm was the Report of the UN
Secretary General’s High-level Panel on Threats, Challenges and Change -
A More Secure World: Our Shared Responsibility. The report addressed
both threats and challenges and, for the first time, explicitly enumerated
and prioritized the following human security threats:

1. Economic and social threats, including poverty, infectious disease
and environmental degradation;

2. Inter-state conflict;

3. Internal conflict, including civil war, genocide and other large-scale
atrocities;

4. Nuclear, radiological, chemical and biological weapons;

. Terrorism;

Ot

6. Transnational organized crime!s.

Contemporary security threats are being caused by both the state -
as well as non-state actors, as current security threats do not recognize any
borders. Furthermore, most of security threats have causal conditionality:.
They create a causal link(s) with other security threat(s).

Cwil war, disease and poverty increase the likelihood of state collapse
and facilitate the spread of organized crime, thus also increasing the
risk of terrorism and proliferation due to weak states and weak collective
capacity to exercise the rule of law™.

A significance of that report rested also in the fact that it suggested
a new UN definition of terrorism, which was absent. That deficiency con-
stantly prevents the United Nations from exerting its moral authority and
from sending an unequivocal message that terrorism is never an acceptable
tactic, even for the most defensible of causes'. The report argues that:

In addition to actions already specified by the existing conventions
on aspects of terrorism

— the Geneva Conventions and UNSC Resolution 1566 (2004) - Terrorism
should be described as ,any action, that is intended to cause death

2. COMMISSION ON HUMAN SECURITY, Human Security Now (UN CHS, 2003), 4

13 UNSG HIGH-LEVEL PANEL ON THREATS, CHALLENGES AND CHANGE, A more secure world:
Our shared responsibility (United Nations, 2004), 23

14 Thid., 16

5 Ibid., 51

73



Horyzonty Bezpieczenstwa Nr 8 (3) 2017

or serious bodily harm to civilians or non-combatants, when the pur-
pose of such act, by its nature or context, is to intimidate a popula-
tion, or to compel a government or an international organization to do
or to abstain from doing any act”'6.

However, it is necessary to note that in spite of all Kofi Annan’s personal
efforts, the subsequent 60" jubilee UN General Assembly in 2005 failed once
again to approve a mutual definition of terrorism. Until today, no universal
convention on terrorism has been adopted! Concerning the emerging Human
Security Concept, the only reference to the broader understanding of human

security was the very general paragraph 143 of the General Assembly Reso-
lution 60/1 of 24 October 2005:

We stress the right of people to live in freedom and dignity, free from
poverty and despair. We recognize that all individuals, in particular
vulnerable people, are entitled to freedom from fear and freedom
from want, with an equal opportunity to enjoy all their rights and fully
develop their human potential.

To this end, we commit ourselves to discussing and defining the notion
of human security in the General Assembly.

However, this paragraph ensured the continuation of the human security
institutionalization process of the 2010’s. The United Nations member states
finally agreed to start formal/official discussions on the notion of human
security.

After a formal debate, the consequential General Assembly Resolution
66,/290 from September 10, 2012 finally agreed the human security common
understanding. Institutionalization of the concept of human security in the
official UN documents represents a significant victory and accomplishment

after two decades’ effort of governmental, non- governmental organizations
and informal UN bodies.

The common understanding on human security, agreed by the General
Assembly in resolution 66/290 in September 2012, provides a useful way
of thinking about how we respond to 21%%-century challenges. By fo-
cusing on the interconnected pillars of peace and security, development
and human rights, human security provides a comprehensive, integra-
ted and people-centred approach for generating tangible improvements

16 UNSG HIGH-LEVEL PANEL, A more secure world: Our shared responsibility (United Nations, 2004), 52
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in the daily lives of the men, women and children this Organization

exists to servel”.

Partial implication II.

Evaluating the UN Human Security approach of the 1990’s through
the eyes and practical experience of European citizens of the 2010’s, it is po-
ssible to identify many analogies between wisionary conclusions of the above
mentioned UN Reports concerning the emerging human security threats for
the 21! century and the real situation e. g. in Syria, Libya and consequently
in Europe about 20 years later.

It can be assumed that the most of human security threats have a causal
conditionality. They create causal links with one or more other security thre-
ats. Tracing the causality between particular threats to human security, it is
posible to complete their classification by labeling particular human security
threats as either primary (source) or secondary (induced) ones. Manytimes
both assessments are possible — in case of a double-meaning security threat.
It is possible to expect that taking into account chiefly the primary security
threats may narrow down the number of security threats, which should prin-
cipaly draw attention of security analysts.

3. Human security threats’ causal analysis

The need of a causal analysis of contexts in favour of an effective so-
lution logically arises from a broader perception of security as a multi-level
process - politicization, securitization and de-securitization. The starting
point is a simple logical reasoning that the essence of an effective and la-
sting solution to any problem does not lie in the ,removal of consequences”,
which that problem caused, but in focusing on elimination of its ,root
(source) causes”.

Most security threats create a causal link with one or more other security
threats. This fact implies that there is a possibility to create a causal model
(mental, graphic, etc.) of any security threat to simulate or to predict the

consequences and successfulness / efectivity of a suggested security solution
(securitizating or de-securitizating).

By analyzing a simple mental causal model of a general secondary secu-
rity threat, the conclusion is that, such a threat can be effectively addressed

17 HUMAN SECURITY UNIT, Strategic Plan 2014 — 2017, 3,
from https://docs.unocha.org/sites/dms/HSU/HSU%20Strategic%20P1an%202014-2017%20Web %20 Version.pdf
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(or reduced its acuity) by actively acting on one or more primary security
threats - should their causal relationship has been identified. Otherwise, it is
highly probable that the direct securitization of any secondary security threat
will only cause a security dilemma (spiral)!®, because the source of a negative

phenomenon will not be removed, only its consequences will be securitized -
what (in most cases) can generate negative effects in the form of further dete-
rioration of the primary security threat’s severity, consequently creating addi-
tional secondary security threats and worsening the overall security situation.

For that reason, in the context of a secondary security threat’s causal
model, it is necessary to look for (or to simulate) a suitable causal loop, which
would allow not only the required removal (reduction in severity) of a parti-
cular secondary security threat, but also - principally - to address its source:
the primary security threat (or threats).

Partial implication II1I.

A flagrant example would be a causal model of a state failure as the
primary security threat — in relation to which it might be possible to identify
a large number of causal links with secondary security threats. Therefore,
a timely international support and assistance to weak or failing states might
be considered the most effective tool capable of preventing multiple secon-
dary threats to human security such as, for example, intra-state conflict,
state bankruptcy transnational organized crime or mass migration and te-
rorrism. In addition, that causal model could demonstrate correctness of the
EU approach that considers the state failure as a major security threat with
a critical role in an uncertain global security environment!?.

8 Complete security cannot be obtained within periodic situations called the security dilemma (spiral) when
the security of one state (or a protected interest) is being achieved at the expense of security of the other and
vice versa.

19 JAVIER SOLANA, European Security Strategy - A Secure Europe in a Better World (EU, 2003), 10, from
http://ue.eu.int /uedocs/cmsUpload /78367.pdf
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4. Simple causal model - from a state failure to a terrorism
manifestation

This causal model (see below) is not an elementary model of a single
causal relationship between one primary and one secondary security threats.
The reason is that the state failure subsequently creates more secondary se-
curity threats. While looking for a suitable causal loop, which would enable
not only the required removal (or reduction in severity) of the threat of ter-
rorism manifestations in Europe, but also to address systemically its sources
(e.g. the mass migration), it is possible to find both opposing approaches —
securitizing and de-securitizing ones.

An official statement of the Slovak Government, expressed in the Natio-
nal Action Plan of Combating Terrorism for 2015-2018, represents the secu-
ritization tendencies of the mass migration solution.

INTRA-STATE CONFLICT
Prim. / Secon. security threat RS
,.—/_‘ Hx.\\
/ /" MASS MIGRATION
TRANSNATIONAL CRIME G T

== mm ] > Prim. / Secon. security threat | *s, T g
/[ STATE FAILURE
\_ Primary Security Threat )

STATE BANKRUPTCY

» /' Prim. / Secon. security threat .'.
I -
. .‘
) «
POVERTY

Prim. / Secon. security threat

e -~

/ EXTREMISM
\ Primary Security Threat )

TERRORISM

Secondary Security
Threat

Figure 1: Simple causal model of the way from a state
failure to a terrorism manifestation

Terrorism and radicalization have increased in recent years. Open bor-
ders within Furope and the resulting freedom of movement within the
Schengen Area pose a potential threat in the form of uncontrolled flows
of illegal migrants, including those with criminal backgrounds and expe-
rience of fighting in crisis areas. For this reason, it is now very im-
portant - within the fight against illegal migration - to strengthen the
security controls of the external Schengen borders and to prevent Furo-
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pean fighters from travelling to crisis areas, as well as to prevent suspects

traveling from these areas from entering to the Schengen area®.

Opposing, de-securitizating trend holds the International Organization
for Migration (IOM), which promotes the idea that human and organized
migration is beneficial to both migrants and society?!.

Mugration in the twentieth century has irreversibly changed the developed
western countries and brought unprecedented cultural diversity to the na-
tionally defined countries without which these societies could no longer
exist. Migrants have greatly helped the growth of advanced economies
after the Second World War and the rise in the living standards of the
local population, whether as highly qualified professionals, but more often
as cheap labor in low-skilled and low-paid jobs*?.

These two opposing views on the migration wave represent the current
deep division of views among EU Member States. Buzan (1991), in this con-
text, offers a possibility of a comprehensive evaluation, whether it is good
or bad to securitize the issue of mass migration = whether it is a good idea

to make this issue a security issue - meaning to transfer it to the agenda
of panic politics, or whether it is better handled within normal politics®
Expected result is the exclusion of one (or both) possible extreme(s):

the (over)securitization of a nonexistent threat AND/OR the de-securitization
of an imminent threat (complacency) ANSWER OF THIS ,KEY QUESTION”

SHOULD DRAW HIGH ATTENTION OF TOP EU POLITICIANS.
Mapping of this causal model needs to start with the basic, initial sta-

tement that the mass migration is a secondary (induced) security threat,
the source of which is in this particular case in the failing states - nowadays
especially in Syria. Since 2011, the civil war in this country has gradually
grown into an obscure, complicated regional armed conflict, exhaling millions
of people from their homes, and forced them to leave their native land and
property for the sole purpose of saving their bare life. Based on the Uni-
ted Nations General Assembly Resolution on Human Security, 66,/290 of 10

20 National Action Plan of Combating Terrorism for 2015-2018 (approved by the Government of the Slovak Re-
public on April 29, 2015), from http://www.rokovanie.sk /Rokovanie.aspx/BodRokovaniaDetail7idMaterial=24497

21 TOM has been active in Slovakia since 1996, where it has implemented various projects and activities
in the area of migrant integration and coordination of the activities of the European Migration Network -
http://www.iom.sk/en

22 ANDRASOVA, S, Na &o je nam dobra migracia? (What is migration good at for us?), 34, from
http://www.cpep.sk/fileadmin /Dokumenty /publikacie /migracia/ Andrasova-Migracia.pdf (translated by author)

23 ANDRASOVA, S, Na ¢ je nam dobra migracia? (What is migration good at for us?), 34, from
http://www.cpep.sk/fileadmin /Dokumenty /publikacie/migracia/ Andrasova-Migracia.pdf (translated by author)
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September 2012, this group of migrants, which utilize the Balkan migration
route, has also the right to live in freedom and dignity, without misery and
despair ... free from fear and from want, with an equal opportunity to enjoy
all their rights and fully develop their human potential®*.

It should be remembered that the primary security threats to Syria
(as a security actor) - the state failure and the resulting regional conflict
- can also be characterized as general security threats to its population =
Human Security Threats. However, mass migration, which is (also) a secon-
dary security threat, now threatens - in case of its mishandling - the EU.

Within the presented causal model, it is possible to identify the incre-
ased risk of terrorism manifestations as a secondary security threat deriving
from mass migration of Islamic population into Europe. The interconnection
of individual terrorist attacks and their actors with terrorist organizations
is another of the complex issues whose knowledge is important in terms
of their investigation and subsequent repression and possible prevention.
Many times, in the common media environment, the association of terrorist
groups with the Islamic State (IS) is reported, but Europol, in its report of 20
July 2016, stated that most attacks in the EU are linked to jihadists, and
the association of these terrorist attacks with IS is weak. In addition, Europol
has highlighted alarming trends in the number of homecoming terrorists and
a ignificant increase in anti-Semitic, xenophobic and racist moods in the EU
and their gradual increase.

Conclusion

The simple causal model of processes from a state failure to a terro-
rist attack is possible to divide into three levels (layers). The first level
is formed by the primary security threats that have been identified as the
original cause of mass migration from Syria - in our case, the state failure
and the intra-state / regional conflict.

The second level is represented by the mass migration as a secondary
security threat, derived from the primary ones (it is necessary to point out
here that the mass migration is not the only secondary security threat derived
from these two particular primary threats).

24 Resolution adopted by the General Assembly on 10 September 2012 - 66/290.
Follow-up to paragraph 143 on Human Security, of the 2005 World Summit Outcome.
http://www.un.org/humansecurity/sites/www.un.org.humansecurity /files /hsu%20documents/GA %20
Resolutions.pdf

2% EUROPOL, EU Terrorism Situation and Trend Report (TE-SAT), 2016,
https://www.europol.europa.eu/content /european-union-terrorism-situation-and-trend-report-te-sat-2016
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The third level of the causal model is created by secondary security

threats, which are consequently derived from the real interaction of the EU
security environment with the mass migration as a new immediate security

threat - namely extreme nationalism and Islamic extremism, terrorism and

some other threats (not mentioned at the Figure 1) such as the horizontal
competition (possible unfavorable demographic development) and impending
new epidemics or pandemics.
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